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LINDEX

Human Rights Report 2024

Innledning

Lindex er et heleid datterselskap av Lindex Group. Med rundt 440 butikker i 17

forskjellige markeder og 4300 ansatte er Lindex en av de ledende motekjedene
i Europa. Vidriver virksomhet i mange regioner og markeder, og vi er forpliktet
til @ fremme og ivareta menneskerettighetene i alt vi gjer.

Denne rapporten gjenspeiler Lindex’ pdgaende arbeid med
aktsomhetsvurderinger i forbindelse med menneskerettigheter bade i egen
virksomhet og i leverandarkjeden. Rapporten understreker det ansvaret vi

har for & respektere menneskerettighetene pa alle nivaer av virksomheten, og
beskriver hvordan vi kartlegger, forebygger, reduserer og handterer potensielle
og faktiske konsekvenser. Gjennom denne rapporten oppfyller vi dessuten
kravene i dpenhetsloven.

I trad med OECDs retningslinjer for flernasjonale selskaper og FNs veiledende
prinsipper for naeringsliv og menneskerettigheter har vi forpliktet oss til a
respektere internasjonalt anerkjente menneskerettigheter, deriblant sivile,
politiske, gkonomiske, sosiale og kulturelle rettigheter, arbeidsrettigheter og
rettighetene til seerlig sarbare personer og grupper.

Gjennom denne rapporten ansker vi & vaere apne om det arbeidet vi gjar,
og handtere de utfordringene vi mater og de mulighetene vi ser for a styrke
menneskerettighetsarbeidet vart.

RAPPORTENS OMFANG

Lindex’ verdikjede bestar av flere deler. Denne rapporten omfatter egen
virksomhet og leverandarkjeden for handelsvarer, medregnet bergrte
grupper og unntatt transport og kosmetikk. Vi er i ferd med a utvide vare

aktsomhetsvurderinger i forbindelse med menneskerettigheter til andre deler
av verdikjeden i trad med OCDEs rammeverk for aktsomhetsvurderinger og
EUs direktiv om aktsomhetsvurderinger i forbindelse med baerekraft.

LINDEX’ VERDIKJEDE

Salg i egne butikker
eller nettbutikker

Forvaltning av
Forsyningskjede,
Oppstrems innkjep,
transport markedsfering,
okonomi, styring,
m.m.

Fram-
stilling av
produkter

Nedstrems
transport

Ravare- Bearbeiding Material-
produksjon av ravarer produksjon

Distribusjon Sluttbruk

Salg i tredje-
partskanaler

. Leverandgrkjede . Egen virksomhet
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LINDEX’ EGEN VIRKSOMHET

Lindex driver virksomhet péa en rekke viktige omrader. Vi har hovedkontoret
i Goteborg, der vi styrer alt fra design og innkjap til IT, kommunikasjon og
markedsforing.

Vihar nylig lansert et flerkanals distribusjonssenter i Sverige. Det leverer varer til
vare butikker, kunder og B2B-partnere.

Var tilstedeveerelse
» Butikker: Lindex har butikker i Sverige, Norge, Finland, Tsjekkia, Slovakia,
Latvia, Litauen, Estland og Storbritannia.

LINDEX’ LEVERAND®@RKJEDE

Lindex eier ikke noen fabrikker. | stedet samarbeider vi med uavhengige
leveranderer. For & presisere forskjellige deler av leverandarkjeden beskriver
vi den i form av nivaer ved hjelp av definisjonene nedenfor.

Niva 1 — Montering og framstilling av sluttprodukter

Anlegg som er involvert i montering og framstilling av sluttprodukter (bl.a.
vertikalt integrert). Vi legger ut en liste pa nettstedet vart over alle Lindex’
produksjonsfabrikker som er aktive pa publiseringstidspunktet, og som vi har
bestilt hos de siste 12 manedene. Listen oppdateres manedlig, og den nyeste
listen finnes alltid pa denne siden.

Niva 1 — Bearbeiding

Anlegg som er involvert i bearbeiding etter montering og framstilling av
sluttprodukter. Vilegger ut en liste pa nettstedet vart over bearbeidingsanlegg
som serger for trykk, brodering og klesvask. Vi anslar at disse anleggene utgjer
minst 70 prosent av volumene vare pa publiseringstidspunktet, og vi jobber
med a fa pa plass systemstotte som gjer at vi kan fastsette det faktiske volumet
og vise total apenhet i leverandarkjeden. Denne listen oppdateres kvartalsvis,
og den nyeste finnes alltid pa denne siden.
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* Nasjonale kontorer: De nasjonale kontorene i Finland, Norge og Tsjekkia
stotter opp under forretningsdriften, blant annet controllerfunksjoner,
merchandising/vareeksponering og HR

* Produksjonskontorer: Vi har produksjonskontorer i Bangladesh, Kina,
Hongkong, India og Tyrkia. Disse kontorene samarbeider tett med vare
design- og innkjepsavdelinger for & sikre at kolleksjonene vare oppfyller
strenge krav til kvalitet, passform og baerekraft.

Niva 2 — Materialproduksjon
Produksjon av stoffer, tilbeher og andre komponenter.

Anlegg som er involvert i framstilling og bearbeiding av stoffer, tilbeher og
andre komponenter. Vilegger ut en liste pa nettstedet vart som utgjer minst 70
prosent av volumene vare pa publiseringstidspunktet, og vi jobber med a fa pa
plass systemstotte som gjor at vi kan fastsette det faktiske volumet og vise total
apenhet i leveranderkjeden. Denne listen oppdateres kvartalsvis, og den nyeste
finnes alltid pa denne siden.

Niva 3 — Bearbeiding av ravarer
Anlegg der ravarer bearbeides til garn og andre mellomprodukter som
fiberbearbeiding, garnspinning m.m.

Niva 4 — Produksjon av ravarer
Utvinning, dyrking og/eller produksjon av ravarer.

Vilegger ut en liste pa nettstedet vart over ravareleverandgrer som leverer
omtrent 40 prosent av alt polyester, 30 prosent av alt polyamid, 40 prosent av
alt kunstig cellulosefiber og 40 prosent av alt bomull. Vi jobber med & fa pa
plass systemstotte som gjoer at vi kan fastsette det faktiske volumet og vise total
apenhet i forsyningskjeden. Denne listen oppdateres to ganger i aret, og den
nyeste finnes alltid pa denne siden.



ttps://about.lindex.com/no/baerekraft/slik-arbeider-vi/leverandorer-og-fabrikker/
https://about.lindex.com/no/baerekraft/slik-arbeider-vi/leverandorer-og-fabrikker/
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Respekt for menneskerettighetene

LINDEX’ MENNESKERETTIGHETSARBEID

Det er et overordnet mal for oss a ivareta menneskerettighetene. Vi gnsker a
styrke og inspirere kvinner over hele verden, og vi ensker & utgjere en forskjell
for framtidige generasjoner gjennom vart baerekraftslgfte. Det er vart ansvar
a serge for at grunnleggende menneskerettigheter blir respektert i hele

verdikjeden og i var egen virksomhet.

Lindex’ etiske retningslinjer for leveranderer blir lagt fram.

Over halvparten av Lindex’ starste leveranderer blir
inspisert.

Business Social Compliance Initiative (BSCI) etableres.
Lindex blir et av de forste medlemmene.

Lindex vedtar BSClIs etiske retningslinjer og begynner
a klassifisere leverandarer under sitt rammeverk.

Et nytt oppleeringsprogram som tar for seg bade
milje og etikk, blir lansert for hele konsernet.

Det blir arrangert workshops og informasjons-
maoter for leveranderer og fabrikker om de etiske
retningslinjene.

Lindex er blant de ferste som undertegne Bangladesh-
avtalen.
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Lindex’ forste menneskerettighetsstrategi blir lansert.

Lindex forplikter seg til apenhetslaftet og begynner a
legge ut pa nettstedet sitt hvem som inngar i selskapets
leveranderkjede.

«WE Women by Lindex» med verktaykassen «We
Women» blir utviklet og lansert for & fremme likestilling
i leveranderkjeden.

Strategisk partnerskap med WaterAid der vi tilbyr rent
vann og kloakk med fokus pa kvinners behov tekstil-
samfunn i Dhaka i Bangladesh.

Lindex’ beerekraftslofte blir lansert: & utgjere en forskjell

for framtidige generasjoner.

En ny versjon av de etiske retningslinjene som integrerer
likestilling i tekstilproduksjon og forretningspartnerskap,

blir lagt fram.

Lindex har utviklet vart lgfte overfor de ansatte:

Sammen for en sterre innvirkning. Se mer pa nettstedet vart
Var kultur.

Vi forplikter oss pa nytt til den fornyede Bangladesh-avtalen.
Vi blir medlem i Ethical Trading Initiative (ETI).

Vi gar ut av BSCl og tar i bruk Sedex som plattform for
a stotte opp om leveranderenes selvforsyningsevne og
menneskerettighetsagendaer, med fokus pa likestilling.
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I mer enn 70 ar har Lindex veert et moteselskap pa en reise. Selskapet har litt
etter litt blitt sterre, men menneskerettighetsforpliktelsen har ligget fast og
formet vare relasjoner med ansatte, leverandarer og interessenter. | en stadig
mer kompleks verden med stadig nye reguleringer evaluerer vi kontinuerlig vart
menneskerettighetsarbeid.

Menneskerettighetskonsekvenser blir utredet
blant tredjeparter, og sterre menneskerettighets-
risikoer blir kartlagt.

WE Women-programmet blir rullet ut blant niva
1-leveranderer i Bangladesh, India og Tyrkia.

Strategien for mangfold, likestilling og inkludering
blir lansert i hele Lindex.

Leveranderdata for niva 1 og niva 2 blir offentliggjort
i Open Supply Hub.

Vi blir medlem i Pakistan-avtalen.

Human Rights Operational Lead-stillingen blir opprettet
for a styrke arbeidet med menneskerettigheter i egen
virksomhet.

We Women-programmet blir lansert i Kina i samarbeid
med Kinas nasjonale tekstil- og klesrad.

Menneskerettighetsstrategien blir oppdatert, og en
varslingsstrategi blir lansert.

Prosesser for aktsomhetsvurderinger i leveranderkjeden
blir oppdatert.
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RETNINGSLINJER OG FORPLIKTELSER | FORBINDELSE MED MENNESKERETTIGHETENE

For Lindex er respekt og beskyttelse av menneskerettighetene en hjernestein

i var beerekraftstrategi og dypt forankret i vart overordnede mal og beaerekrafts-
lafte. Vi mener at sterke retningslinjer er avgjerende for a sikre at vi oppfyller
vart ansvar, bade i var egen virksomhet og i hele verdikjeden.

Lindex’ baerekraftslofte

Lindex er her for & styrke og inspirere kvinner overalt — det er vart overordnede
formal. Fra akeren til praverommet og i hver mellomliggende etappe er vi pa
jakt etter stadig nye mater vi kan stette, styrke og inspirere de menneskene

0g gruppene som bergres av var virksomhet pa. For bedre a kunne na vart

overordnede mal kom vi i 2019 med et beerekraftslafte — & utgjere en forskjell
for framtidige generasjoner. Loftet vart er delt inn i tre omrader: styrke kvinner,
respektere planeten og ivareta menneskerettighetene.

P& noen omrader har vi allerede merket en konkret effekt. Pa andre omrader er
vi godt i gang. Og det er noen omrader der vi fortsatt jobber for a forsta den
beste veien framover. Selv om vi ikke har alle svarene enng, vet vi at dpenhet,
inkludering, innovasjon, engasjement og framfor alt — samarbeid — vil bringe
oss dit vi ma. Se mer pa vart nettsted Vart lofte for framtidige generasjoner.

We promise to make a difference for future generations

Respect the planet

Empower women Climate

Ensure human rights

Accelerating energy efficiency and transition to

Female health and wellbeing
Investing and using our business power to improve
women'’s health and well being in markets and

communities where we operate. Circularity

renewable energy, to reduce our climate impact
in line with science in our entire value chain.

Fair and decent work
Enabling safe and healthy workplaces where labour
rights are respected and making sure our whole value
chain is progressing within living wage.

Transforming our business to create value and growth

Gender inclusive workplaces
Taking the lead in strengthening women’s positions
and equal rights across our entire value chain, closing
gender pay gaps and making sure women have the
same opportunities to fulfil their potential as men have.

while decreasing our climate impact, minimising our
use of natural resources and impacting consumer
behaviour to reduce overconsumption.

Natural resources

Diversity, equity and inclusion
Making sure our whole value chain is free from
discrimination and has an inclusive environment where
all individuals are treated fairly, with respect and have
equal access to opportunities and resources.

Minimising our impact on ecosystems and
biodiversity with a responsible and
regenerative approach to natural resources.

With our promise, we support the UN Sustainable Development
Goals to which our business can make significant contributions:
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GENDER. CLEAN WATIR § rmmes
EQUALITY AND SANTTATION ECONOMIC GROWTH



https://about.lindex.com/sustainability/our-promise-for-future-generations/

LINDEX

Lindex retningslinjer for menneskerettigheter

Lindex retningslinjer for menneskerettigheter gjelder for alle som er
berert av Lindex’ virksomhet, deriblant vare egne ansatte, arbeidere i
verdikjeden, forretningspartnere og lokalsamfunn. Strategien beskriver
var plikt til & respektere alle internasjonalt anerkjente menneskerettigheter,
deriblant arbeidstakerrettigheter, og danner grunnlaget for vart forhold til
menneskerettighetene i hele virksomheten.

Retningslinjene forplikter Lindex til a:

* Integrere aktsomhetsvurderinger i forbindelse med menneskerettig-
heter i var forretningspraksis.

* l|dentifisere, forebygge, redusere og rette opp eventuelle negative
menneskerettighetskonsekvenser som var virksomhet har forarsaket,
bidratt til eller veert forbundet med.

* Prioritere de alvorligste risikoene, og fokusere pa sarbare personer
og grupper, herunder minoriteter, kvinner, barn og migrantarbeidere.

* Fremme apenhet og ansvarlighet, og fremme en apen kultur der
menneskerettighetene blir respektert og opprettholdt pa alle nivaer.

Lindex bringer sin menneskerettighetsstrategi pa linje med globalt
anerkjente rammeverk, herunder
* FNs menneskerettighetserkleering.
* |LO-erkleeringen om grunnleggende prinsipper og rettigheter i
arbeidslivet med kjernekonvensjoner.
* FN-konvensjoner, for eksempel om avskaffelse av alle former for
diskriminering mot kvinner, om barns rettigheter og om avskaffelse
av alle former for rasediskriminering.
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* OECDs retningslinjer for flernasjonale selskaper og FNs Global Compact.
* FNs veiledende prinsipper om nzeringsliv og menneskerettigheter.

* Prinsippene for styrking av kvinner, barns rettigheter og neeringslivet er
0gsa en rettesnor for strategien.

For & styrke var forpliktelse til og etterlevelse av menneskerettighetsstrategien
var sikrer vare rutiner for varsling en sikker og tilgjengelig klageordning
for alle interessenter — ansatte, leverandarer, arbeidere i verdikjeden og
bergrte grupper. Dette gjor at alle kan varsle om potensielle brudd pa
menneskerettighetene eller uetisk atferd.

Se vare retningslinjer
pa var nettside her.

Endringer i lapet av rapporteringsaret:

* |lgpet av 2024 oppdaterte vi var menneskerettighetsstrategi for a
styrke var menneskerettighetsforpliktelse ytterligere, og vi innarbeidet
tilbakemeldinger fra interessenter som arbeidstakerrepresentanter
og ikke-statlige organisasjoner og handterte negative konsekvenser for
menneskerettigheter som ble pavist.

* Vilafram vare nye varslingsretningslinjer for & sikre bedre anonym
rapportering gjennom varslingsportalen, og serge for at alle varsler
om brudd pa menneskerettighetene og miljgkonsekvenser raskt blir
tatt hand om.



https://about.lindex.com/no/baerekraft/rapporter-retningslinjer-og-forpliktelser/
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Egne ansatte

Foruten var overordnede menneskerettighetsstrategi har Lindex ogsa
spesifikke retningslinjer som skal beskytte og fremme menneskerettighetene
blant vare egne ansatte. Disse retningslinjene er utformet for a skape et trygt,
inkluderende og rettferdig arbeidsmilje for alle ansatte overalt.

Viktige retningslinjer for egne ansatte:

» Retningslinjer for diskriminering — nulltoleranse overfor diskriminering,
slik at alle skal ha like muligheter.

* Retningslinjer for lovbrudd og trakassering — klare retningslinjer for & fore-
bygge og handtere trakassering og stetende atferd pa arbeidsplassen.

* Retningslinjer for lann — plikt til & betale rettferdig og lik lenn og sikre at
det ikke er forskjeller basert pa kjonn, etnisitet, funksjonshemming eller
andre egenskaper omfattet av rettsvern.

* Retningslinjer for arbeidsmilje — fremme et sunt og produktivt
arbeidsmilje, og bidra til de ansattes trivsel og utvikling.

Arbeidere i leveranderkjeden

Viintegrerer baerekraft i alle vare relasjoner med leverandarer og
forretningspartnere, og vi seker dem som ikke bare gnsker a etterleve
regelverket, men ogsa dele var menneskerettighetsforpliktelse. Var
menneskerettighetsstrategi beskriver var plikt til & respektere alle internasjonalt
anerkjente menneskerettigheter, deriblant arbeidstakerrettigheter, for arbeidere
i leveranderkjeden.

Strategien beskriver var plikt til & integrere aktsomhetsvurderinger i forbindelse
med menneskerettigheter i virksomheten var, slik at vi kan identifisere,
forebygge, redusere og rette opp menneskerettighetskonsekvenser basert

pa alvorlighetsgrad og sannsynlighet. | tillegg er vi i kontinuerlig dialog med
arbeidstakere og interessenter i leveranderkjeden for & overholde disse
forpliktelsene.

Se vare etiske retningslinjer for
leveranderer pa var nettside her.

Transaksjon 09222115557541116564
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Viktige styringsdokumenter for leveranderkjeden:

* Etiske retningslinjer for leverandarer — Disse retningslinjene er i trad med
internasjonale rammeverk (f.eks. ILOs kjernekonvensjoner, FNs veiledende
prinsipper for naeringsliv og menneskerettigheter) og setter obligatoriske
krav til trygge arbeidsforhold, rettferdig lenn, likestilling og eliminering av
tvangsarbeid og barnearbeid.

* Beerekraftforpliktelse — Leveranderene ma formelt godta & overholde
Lindex standarder for menneskerettigheter, etikk og baerekraft som en del
av alle innkjepsavtaler.

Etterlevelse av regelverket evalueres regelmessig gjiennom
forhandsvurderinger, regelmessige revisjoner og kontinuerlige evalueringer, ved
hjelp av et poengkort for & anerkjenne leveranderer av handelsvarer med gode
resultater.

Berorte grupper i leveranderkjeden

Lindex’ menneskerettighetsstrategi understreker var plikt til & respektere
rettighetene til berarte grupper i hele leverandarkjeden var. Dette innebaerer
a prioritere tilgang pa rent vann, kloakk og tilstrekkelige boforhold samt
gjennomfare tiltak for & begrense pavirkningen pa land- og vannressurser. Vi
er opptatt av a opprettholde sivile, politiske, skonomiske og sosiale rettigheter
samt arbeidstakerrettigheter pa alle omrader av var virksomhet.

I trad med dette bygger var miljepolitikk pa prinsipper for ansvarlig
forretningsfersel og fokuserer pa a redusere vannforbruk og forurensning samt
utslipp av klimagasser. Den framhever beerekraftig praksis som resirkulering

av vann og hasting av regnvann, spesielt i vannintensive omrader av
leveranderkjeden var.

Gjennom vare etiske retningslinjer for leveranderer og baerekraftsfor-
pliktelser krever Lindex at alle leverandgrer overholder disse prinsippene.

Ved 3 integrere disse retningslinjene i var virksomhet og leveranderkjede
streber vi etter & sikre at menneskerettighetene respekteres, beskyttes og
forbedres kontinuerlig.



https://about.lindex.com/files/documents/lindex-code-of-conduct-2019.pdf
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INTEGRERING AV RESPEKT FOR MENNESKERETTIGHETENE

Lindex anerkjenner at det finnes menneskerettighetsrisikoer bade i var egen
virksomhet og i hele kjeden av tekstilleveranderer. Vi er forpliktet til & respektere
menneskerettighetene i alle deler av var virksomhet og forventer den samme
forpliktelsen fra vare forretningspartnere. Dette er en kontinuerlig lzerings- og
forbedringsprosess, ettersom vi jobber proaktivt for & kartlegge, forebygge

og begrense eventuelle negative konsekvenser var virksomhet kan ha for
menneske- og arbeidstakerrettigheter i produksjonslandene vare, virksomheten
var og leveranderkjeden var.

Aktsomhetsvurderinger er kjernen i var strategi for a integrere
menneskerettigheter. Vi streber etter & integrere menneskerettighetshensyn i
vare strategier, beslutningsprosesser og rapportering sa vidt det er mulig. Dette
omfatter a integrere menneskerettigheter i anskaffelsesplaner og strategier for
valg av forretningspartnere. Var prosess med aktsomhetsvurderinger innebaerer
a analysere risikoer og konsekvenser i produksjonsmarkeder og felge opp

med forretningspartnere ved hjelp av verktey som egenvurderinger, SMETA-
revisjoner og risiko- og konsekvensvurderinger. Fer vi gar inn i nye markeder,
samarbeider vi med eksterne interessenter for a forsta den lokale konteksten.

Styret i Lindex Group har det endelige ansvaret for & forvalte menneskerettig-
hetsstrategier. Baerekraftsteamet maler utformingen og gjennomgangen av
disse retningslinjene, mens styret ogsa er ansvarlig for & handtere konsekvenser,
risiko og muligheter knyttet til vare ansatte, arbeidere i verdikjeden, bererte
lokalsamfunn, forbrukere og sluttbrukere. Lindex’ lederteam, sammen med
relevante forretningsfunksjoner, ledere og ansatte, er ansvarlig for & gjennom-
fore disse retningslinjene.

Chief Sustainability Officer er ansvarlig for a definere Lindex’ baerekrafts-
retning og -strategi, og for a lede beerekraftsteamet for & innfri interessentenes
forventninger og lovkrav. Den som har ansvaret for dette arbeidet, er Human
Rights Strategy Manager som ogsa er medlem av konsernets beerekraftsteam,
og fastsetter agendaen og retningslinjene for menneskerettigheter for

Lindex. Denne rollen ivaretar interessentenes forventninger og etterlevelse

av regelverket, mens de samarbeider med team i Lindex om a fa pa plass
prosesser og verktay for eierstyring og selskapsledelse, aktsomhetsvurderinger
og overholdelse av retningslinjer. Human Rights Strategy Manager serger ogsa
for at baerekraftprinsippene er innebygd i innkjepsstrategier og selskapspraksis.
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Lindex Regional Sustainability Manager for @st Asia har ogsa ansvaret for &
lede arbeidet med menneskerettigheter innen innkjop og produksjon. Dette
ansvaret innebeerer a utvikle og iverksette prosesser med aktsomhetsvur-
deringer i forbindelse med menneskerettigheter i hele leveranderkjeden,

i samarbeid med baerekraftteam i regionen og i konsernet. A samarbeide
om a skape en global beerekraftsstrategi og malsetting for innkjep og
produksjon og sikre global implementering i alle innkjepsregioner.

| var egen virksomhet har Lindex nylig utnevnt en Human Rights Operational
Lead for a folge med pa gjennomfaringen av prosessen med aktsomhets-
vurderinger i forbindelse med menneskerettigheter. Vi er i ferd med a definere
rollene og ansvarsoppgavene for denne prosessen.

Governance structure for HRDD

Human Rights Strategy Manager

Procurement Procurement of Human rights Human rights
of Services Goods operational lead Sourcing and
Logistics IT Own Employees Production
Cleaning Furniture All offices Upstream
Security Food and Beverages DC supply chain
Catering All stores (including affected

Franchise communities)
‘ Tier 1-4
People operations |
Regional
Sustainability
manager
South Asia
East Asia
Europe
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BEVISSTGJORING OG KAPASITETSBYGGING

For & sikre tilgjengelighet og forstaelse av retningslinjene vare publiserer vi dem
pa nettstedet vart og gjer dem tilgjengelige for ansatte gjennom intranettet vart.
Alle nye ansatte mottar informasjon om retningslinjer som en del av onboarding,
og vi tilbyr oppleering for ansatte med spesifikke ansvarsomrader for a sikre at de
er godt rustet til 8 overholde vare forpliktelser.

Vi samarbeider aktivt med leveranderer som driver virksomhet i hgyrisiko-
omrader, deriblant Bangladesh, Kina, India og Tyrkia, gjennom malrettet
formidling. Dette omfatter personlige konsultasjoner, workshops og samarbeid
med bransjekollegaer for a sikre at leverandarene er fullt ut informert om

Definisjon av strategien var

Vi er forpliktet til & identifisere, forebygge, redusere og rette opp menneske-
rettighetskonsekvenser som var virksomhet har forarsaket eller bidratt til.

Vi tar systematisk for oss disse konsekvensene avhengig av hvor alvorlige

og sannsynlige de er, og vi legger seerlig vekt pa sarbare personer og
grupper. Vi vurderer skadealvoret basert pa skala, omfang og uopprettelig
karakter i henhold til UNGP-rammeverket og OECDs retningslinjer for
aktsomhetsvurderinger.

1 2022 engasjerte vi en tredjepartskonsulent for & gjennomfere en vurdering

av menneskerettighetskonsekvenser. Denne vurderingen kartla var egen
virksomhet og leveranderkjede med tanke pa iboende lands- og industririsiko

i var egen og vare forretningspartneres virksomhet. Hensikten var a forsta
faktiske og potensielle negative konsekvenser for berorte parter. Vurderingen
ble utfert i samsvar med internasjonale standarder for nzeringsliv og
menneskerettigheter, deriblant UNGPs og OECDs retningslinjer for flernasjonale
selskaper, og identifiserte risiko for negative menneskerettighetskonsekvenser
og la grunnlaget for a definere vare negative menneskerettighetskonsekvenser.

KONSEKVENSUTREDNING | EGEN VIRKSOMHET

Lindex samler innsikt i ansattes trivsel, engasjement og arbeidsplassopplevelser
gjennom regelmessige undersakelser, dialog med tillitsvalgte og
medarbeidersamtaler. Dette er svaert viktig for & kartlegge forbedringsomrader
og bringe forretningsstrategiene pa linje med behovet for arbeidere.
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forventningene som er beskrevet i var baerekraftsforpliktelse, etiske retningslinjer
for leveranderer og menneskerettighetsstrategi.

I tillegg tilbyr vi lapende rollespesifikk opplaering, for eksempel programmer for
helse, sikkerhet og likestilling, for a stette gjennomferingen av vare retningslinjer
bade internt i selskapet og eksternt gjennom vare partnerskap.

Ved & fremme neere relasjoner og opprettholde apen kommunikasjon tar vi

sikte pa a sikre at vare leveranderer oppfyller vare forpliktelser til en baerekraftig
praksis og vern av menneskerettigheter, spesielt i regioner der det fortsatt finnes
betydelige sosiale og menneskerettighetsrelaterte utfordringer.

Vart regelmessige engasjement med ansatte og tillitsvalgte og andre
interessenter for a samle innsikt og tilbakemeldinger hjelper oss med &
identifisere problemomrader som kanskje ikke er umiddelbart synlige.

Lindex’ retningslinjer og var klageordning gjer det mulig for Lindex-ansatte a
varsle gjennom flere kanaler, deriblant ledere, HR, sikkerhet, baerekraft, juridisk,
internrevisjon eller den anonyme varslingsportalen.

Dette gjor at vi kan kartlegge og handtere potensielle eller faktiske
menneskerettigheter.

| lepet av 2024 har Lindex utvidet sin menneskerettighetskompetanse ved a
ansette en Human Rights Operational Lead for a forbedre strategiutviklingen
og aktsomhetsvurderingene i sin egen virksomhet. Lindex er i ferd med a styrke
prosessen med aktsomhetsvurderinger i forbindelse med menneskerettigheter
for egen virksomhet og vil utfare en ny konsekvensutredning for egen
virksomhet i lgpet av 2025.

Kilder til innspill:
» Klageordning
* Medarbeiderundersgkelse (Lindex Voice)
* Landsspesifikk vurdering av menneskerettighetsrisikoer
» Sektorspesifikk vurdering av menneskerettighetsrisikoer
» Lokal overvaking av nye kritiske menneskerettighetsrisikoer
* Global overvaking av nye kritiske menneskerettighetsrisikoer
» Dialog med bergrte parter
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KONSEKVENSUTREDNING | LEVERAND@RKJEDEN

| Lindex er aktsomhetsvurderinger i leveranderkjeden en kontinuerlig og
pagaende prosess for hvert produksjonsmarked. | hver vurderingsperiode
gjennomgar vi negative konsekvenser som er pavist i tidligere perioder for
a ta hensyn til endringer i risikoer og konsekvenser.

Vi maler jevnlig risiko knyttet til menneskerettigheter gjennom en kombina-
sjon av risikovurderinger, revisjoner pa niva 1 og konsultasjoner med eksperter
og interessenter. Nar det pavises nye risikoer, integrerer vi dem i vare strategier
0Qg prosesser.

Vilegger seerlig vekt pa:

* Vesentlige endringer i risikoprofilen til land, ravarer, produkter eller
andre relevante aspekter av var virksomhet og leveranderkjede.

* Nye markeder for drift eller produksjon som enna ikke er omfattet
av var arlige risikovurdering.

* Innfering av nye materialer, produktkategorier, produksjonsmetoder
og forretningsmodeller.

Lindex har en sterk lokal tilstedeveerelse i hgyrisikoland gjennom vare
produksjonskontorer i Bangladesh, Kina, Hong Kong, India og Tyrkia. Denne
tilstedevaerelsen muliggjer tett dialog med leveranderer, legger til rette

for besok og revisjoner i leveranderkjeden var og bidrar til at vi holder oss
informert om markeds- og bransjehendelser som kan utgjere vesentlig risiko.

Vi deltar i interessentdialog gjennom medlemskap i ETI, den internasjonale
avtalen, partnerskap, tilstedevaerelse i leveranderkjeden, diskusjoner med
media og ikke-statlige organisasjoner, deltakelse i bransjeundersakelser og
andre kanaler for a sikre at vi hele tiden er oppdatert og oppmerksom pa
visse risikoer som vi kan handtere nar de materialiserer seg. Disse stemmene
og innspillene er integrert i identifikasjonsprosessen for risikovurdering pa
landsniva og i leveranderkjeden.

I lopet av 2024 gjennomferte vi kurs og workshops om konsekvensvurderinger
med hvert produksjonskontor. Disse matene har som mal & synliggjere
prosessen med aktsomhetsvurderinger i forbindelse med menneskerettig-
heter, male omfanget av avvik og kartlegge markedsspesifikke risikoer.
Resultatet fra disse workshopene vil danne grunnlag for en oppdatert
konsekvensvurdering for leverandaerkjeden som er planlagt for 2025.
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Kilder til innspill:
* Sedex-revisjonsresultat niva 1
* Kontrollrapporter iht. avtale
* WE Women-egenvurderingsverktay
» Sedex Radar-landsrisiko — dekning av hele leveranderkjeden
* Landsspesifikk vurdering av menneskerettighetsrisikoer
» Lokal overvaking av nye kritiske menneskerettighetsrisikoer
» Global overvaking av nye kritiske menneskerettighetsrisikoer
* Klageordninger

» Dialog med bergrte parter

Skjerpede aktsomhetsvurderinger: Politisk ustabilitet i Bangladesh

Som en reaksjon pa politisk ustabilitet i Bangladesh utferte vi flere
aktsomhetsvurderinger for & handtere tilknyttede menneskerettighetsrisikoer.
Etter felles anbefalinger for ansvarlig forretningsfersel i Bangladesh utviklet
av ETl og andre initiativer med flere interessenter har vi hatt tett dialog med
leveranderer for & begrense de negative konsekvensene for arbeiderne. Dette
omfatter a sikre rask betaling av lann, unnga for lang arbeidstid og styrke var
forpliktelse til en ansvarlig forretningspraksis. Seerlige tiltak omfattet blant
annet:

« Aunnga avbestillinger.
+ Aforlenge produksjons- og leveringstidene.
« Asikre rask betaling til leveranderer.

« A opprettholde innkjepsforpliktelser i Bangladesh.

Skjerpede aktsomhetsvurderinger: Reduksjon av menneske-
rettighetskonsekvenser som folge av Redehavskrisen

Sjeveien gjennom Redehavet har fort til gkt risiko for sjefolk og
leveranderkjeder pa grunn av forsinkelser i skipsfarten. Som svar ga ETI
anbefalinger for & redusere disse risikoene. Vi har gjiennomgatt de potensielle
konsekvensene ETI har framhevet, og fulgt opp med speditarene vare.

P& denne maten fikk vi bekreftet at vi ikke hadde noen forsendelser via
Redehavet i leverandarkjeden var. Vi forharte oss ogsa med potensielt berarte
leverandarer for & ta opp varsler om okt arbeidspress pa grunn av kortere
leveringstider. Ingen slike risikoer ble funnet i Lindex’ leveranderkjede.
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Human Rights Report 2024

KARTLEGGING AV NEGATIVE KONSEKVENSER

Gjennom var konsekvensanalyse har vi pavist felgende negative konsekvenser knyttet til egne ansatte, arbeidere i leveranderkjeden og bererte grupper.

Egen virksomhet

Begrenset organisasjons-
frihet

Balanse mellom jobb og liv

Helse og sikkerhet

Diskriminering pa
arbeidsplassen

Leveranderkjede

Utilstrekkelige lenninger i
tekstilindustrien

Begrenset organisasjons-
rihet for arbeidere i lever-
anderkjeden

Helse og sikkerhet

Mangfold og
diskriminering

Barnearbeid i |
everanderkjeden

A

Begrenset organisasjonsfrihet: Lindex driver virksomhet i land der retten til organisasjonsfrihet og
kollektive forhandlinger kan vaere begrenset. Uavhengige fagforeninger er ulovlige i Kina, og rapporter
tyder pa at fagforeninger i India og Bangladesh kan vaere kompromitterte eller lite effektive.

Lindex’ forretningsmodeller, deriblant distribusjonssentre og butikker, har en iboende risiko knyttet til midler-
tidige ansatte og deltidsansatte med uregelmessig arbeidstid. Denne praksisen kan pavirke arbeidstakernes
psykiske helse negativt, hindre deres evne til & nyte familielivet og pavirke deres gkonomiske stabilitet.

Potensielle problemer i forskjellige land kan vaere blant annet brannsikkerhet, risiko for ulykker og
nestenulykker samt ergonomiske utfordringer. Hvis vi ikke tilbyr trygge og gode arbeidsforhold,
kan det fore til svakere resultater og ekt fraveer pa grunn av sykdom eller skade.

Diskriminering pa arbeidsplassen: Diskriminering pa ulike grunnlag pavirker de ansattes trivsel og
konsernets omdemme som arbeidsgiver negativt. Dette gjelder ikke bare ansettelses- og arbeids-
muligheter, men hele arbeidsforholdet, herunder oppsigelse, opprykk og pensjon.

Utilstrekkelige lenninger i tekstilindustrien: Mangelen pa levelenn har alvorlige konsekvenser for hele
arbeidsstyrken i kjeden av tekstilleveranderer. Siden flertallet av arbeiderne er kvinner, bidrar denne lgnns-
forskjellen dessuten til lennsforskjeller mellom kjgnnene, begrenser tilgangen til utdanning for

barn og kan fere til darligere helseresultater for arbeidstakere og deres familier.

Begrenset organisasjonsfrihet for arbeidere i leveranderkjeden: | mange land er organisasjonsfrihet,
fagforeningsretten, arbeidstakerrepresentasjon og kollektive forhandlinger under betydelig press.
Bransjetrender indikerer at fagforeningsarbeid blant tekstilarbeidere opplever alvorlige tilbakeslag i
de fleste produksjonsland, forsterket av mangel pa offentlig stotte og utilstrekkelig samarbeid mellom
fagforeninger, ikke-statlige organisasjoner, fabrikker og motemerker.

Arbeidere i regioner som Bangladesh, Kina, India, Pakistan og Tyrkia star overfor vanlige risikoer,
deriblant branner, elektriske farer, problemer med bygningssikkerhet og vold pa arbeidsplassen —
som hver for seg kan fere til skader og helseproblemer.

Kvinner utgjer flertallet av arbeiderne i klesindustrien. De opplever ofte kjennsbasert diskriminering,
seksuell trakassering, darligere lennsvilkar og begrenset karriereutvikling. Disse problemene pavirker
deres psyke, karrieremuligheter og sikkerhet negativt.

Det finnes risiko for barnearbeid i leveranderkjeden, saerlig i regioner med svakere handheving av
regelverket. Dette kan ha skadelige virkninger pa barns helse, utdanning og generelle utvikling.
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Alle produksjonskontorer, gkt risiko i Kina.

Butikker og distribusjonssenter.

Alle produksjonskontorer, butikker og
distribusjonssenter.

Butikker, kontorer og distribusjonssenter.

Niva 1-risiko identifisert via datainnsamling.
Leveranderkjeden pa niva 2—4 har hayere risiko
pa grunn av manglende apenhet.

@kt risiko identifisert i niva 4-bomullsindustrien

Alle nivaer.

Alle nivaer.

Alle nivaer.

Niva 1-bearbeidingsenheter. Leveranderkjeden
pa niva 2—4 har heyere risiko pa grunn av
manglende dpenhet. Fiber pa niva 4 har okt
risiko i bomullsfreproduksjon.

Kina, Bangladesh, India og Tyrkia.

Sverige, Norge, Finland, Tsjekkia, Slovakia,
Estland, Latvia, Litauen og Storbritannia.

Sverige, Norge, Finland, Tsjekkia, Slovakia,
Estland, Latvia, Litauen, Storbritannia, Tyrkia,
India, Bangladesh, Kina og Hongkong.

Sverige, Norge, Finland, Tsjekkia, Slovakia,
Estland, Latvia, Litauen, Storbritannia, Tyrkia,
India, Bangladesh, Kina ogHongkong.

@kt risiko pavist i India og Bangladesh.

@kt risiko pavist i Kina, Bangladesh
India, Pakistan, Tyrkia og Vietnam.

Alle markeder.

@kt risiko pavist i Bangladesh, Kina India,
Pakistan, Marokko, Tyrkia og Vietnam.

@kt risiko pavist i Kina, Bangladesh, India,
Vietnam, og Pakistan.
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Impact Actual or Impact Value chain Countries
potential
Leveranderkjede
Tvangsarbeid i P Tvangsarbeid i leveranderkjeden: Det finnes risiko for tvangsarbeid i leveranderkjeden, szerlig i regioner Niva 1-bearbeidingsenhet. Leveranderkjeden @kt risiko pavist i Kina, Bangladesh og India.
leveranderkjeden med svakere handheving av regelverket. Dette kan ha skadelige konsekvenser for arbeidstakerens helse, pa niva 2—-4 har heyere risiko pa grunn av
utdanning og generelle utvikling. manglende dpenhet. Niva 4 har okt risiko i

bomullsindustrien.

Tilgang pa rent vann P Mange vannveier i heyrisikoland blir forurenset av naeringsvirksomhet. Det pavirker tilgangen pa rent vann Pavirker lokalsamfunn med hensyn til: @kt risiko pavist i Bangladesh, India, Pakistan
og rammer fisket og jordkvaliteten for gardene i omradet. Manglende tilgang pa rent vann er en stille Vertikale niva 1-leveranderer i Bangladesh. og Ser-Kina.
katastrofe for kvinner og jenter som stjeler tiden deres og begrenser de framtidige mulighetene de har. Niva 2—stoffproduksjon krever store mengder

vann, og farging krever store mengder kjemika-
lier. Niva 4 — bomull krever store mengder vann.

Leveranderkjedens P Industriell ekspansjon for bomulls- og tekstilproduksjon kan fortrenge lokalsamfunn, forstyrre Pavirker lokalsamfunn med hensyn til: @kt risiko identifisert i India.
pavirkning pé lokalsam- tilgangen pa viktige ressurser som mat og vann, forringe naturmiljeet og til slutt undergrave levebred Niva 4 — bomullsdyrking.
funnenes rettigheter: og menneskerettigheter.

Handtering av negative konsekvenser

Lindex er forpliktet til & handtere de negative menneskerettighetsspersmalene » Deltakelse og resultater — i 2024 fikk medarbeiderengasjementet 8,5 poeng,
i virksomheten og leveranderkjeden var. Var metode er forankret i pdgaende og deltakelsen var 72-75 prosent sammenlignet med bransjestandarder.
interessentengasjement, samarbeid og kontinuerlig integrering av + Tilgjengelighet — Sparreundersakelser oversettes til lokale sprak for a sikre
menneskerettighetshensyn i var forretningspraksis. inkludering og fange opp ulike perspektiver.

BER@RTE PARTERS ENGASJEMENT OG SAMARBEID Ansattes representasjon og dialog

» Lindex har valgte fagforeningsrepresentanter i Sverige, Norge og Finland,

Egne ansatte . . =
og behgrig valgte arbeidstakerrepresentanter i Litauen og Estland.

Rettighetene, interessene og trivselen til vare ansatte er grunnleggende for a forme Lindex’
strategiske retning og forretningsmodell. Gjennom dialog med de ansatte og tilbake-
meldinger fra dem har vi som mal a fremme et positivt, inkluderende og trygt arbeidsmilja.

* Representantene deltar i 1-6 arlige fellesmater for & drafte
- tariffavtaler (lenn, arbeidstid, arbeidsforhold)
- sikkerhet og risikoreduserende tiltak pa arbeidsplassen

Lindex samler innsikt i ansattes trivsel, engasjement og arbeidsplassopplevelser gjennom - konfliktl@sningsprosesser
regelmessige undersgkelser, dialog med tillitsvalgte og medarbeidersamtaler. Dette er - karriereutvikling og opplaeringsmuligheter
sveert viktig for a kartlegge forbedringsomrader og bringe forretningsstrategiene pa linje « | regioner som mangler formell representasjon, jobber Lindex aktivt for
med behovet for arbeidere. a styrke alternative engasjementskanaler.
Engasjementsverktoy og -metoder Medarbeidersamtaler
» Lindex Voice — var primeere plattform for tilbakemeldinger fra ansatte, stottet av » Det gjennomfares arlige resultatgjennomganger med alle ansatte, og
undersgkelsesverktgyet Peakon Workday. regelmessige oppfelginger ledet av teamledere.

* Frekvens — Undersgkelser gjennomfares minst to ganger i aret, og spersmalene
fokuserer pa trivsel, motivasjon, mangfold, likestilling og inkludering i trdd med
strategiske mal.

Chief People & Communications Officer maler alle ovennevnte prosesser og rapporterer
innsikt til ledelsen og styret som de kan bruke til & ta strategiske beslutninger.
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Arbeidere i leveranderkjeden

| Lindex verdsetter vi stemmene til arbeidere i hele leveranderkjeden og
engasjerer oss aktivt med deres rettmessige representanter og betrodde
organisasjoner. Vi tror pa samarbeid, apenhet og arbeid for langsiktige
forbedringer gjennom meningsfulle partnerskap.

For a handtere menneskerettigheter og arbeidstakernes velvaere effektivt
jobber vi tett med viktige interessenter, deriblant bransjekollegaer, frivillige
organisasjoner, fagforeninger, offentlige organer og leveranderer. Ved a
samarbeide kan vi skape et mer baerekraftig og rettferdig arbeidsmilje for alle
som er involvert i leveranderkjeden var.

I Lindex sgker vi aktivt innspill fra arbeiderne i leveranderkjeden gjennom
betrodde organisasjoner, og vi holder regelmessige konsultasjoner for & fa
tilbakemeldinger nar vi utvikler eller oppdaterer retningslinjer, utarbeider
handlingsplaner eller iverksetter kapasitetsbyggingsprogrammer.

Som en del av var pagaende innsats for a styrke prosess med aktsomhets-
vurderinger i forbindelse med menneskerettigheter underseker vi hvordan vi kan
engasjere 0ss mer systematisk overfor rettighetshavere i hvert trinn av prosessen
med aktsomhetsvurderinger. Vart mal er & sikre at deres stemmer blir hert og
integrert i vare beslutninger.

Vihar en sterk lokal tilstedeveerelse i hgyrisikoland gjennom vare produksjons-
kontorer i Bangladesh, Kina, Hong Kong, India og Tyrkia. Disse kontorene
muliggjer tett dialog med leveranderer, legger til rette for besak og revisjoner i
leveranderkjeden og holder oss informert om markeds- og industriutvikling som
kan utgjere en vesentlig risiko.

Som et aktivt medlem av Ethical Trading Initiative (ETI) utnytter Lindex sin
plattform for & engasjere flere interessenter, deriblant frivillige organisasjoner,
akademia, fagforeninger og myndigheter. Dette sikrer en bred dialog om
arbeidstakernes rettigheter og etiske praksis.

Vihar undertegnet den internasjonale avtalen om helse og sikkerhet i tekstil-
industrien og har forpliktet oss til & gjennomfare sikkerhetskontroller, fabrikk-
forbedringer og arbeidstakermedvirkning gjennom oppleering og arbeids-
takermedvirkning i samarbeid med globale fagforeninger.

Gjennom vart medlemskap i SEDEX (Supplier Ethical data Exchange) bruker vi
SMETA revisjonsrammeverket for & gjennomfere omfattende revisjoner i hele var
globale leveranderkjede. Disse revisjonene omfatter konfidensielle intervjuer med
arbeidstakere, noe som gir viktig innsikt i arbeidsforholdene i leverandarkjeden.
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Revisorer vurderer arbeidernes bevissthet om deres rettigheter, tilgangen pa
klageordninger og graden av tillit til disse prosessene. Revisjonsdataene legges
til grunn for Lindex’ prioriteringer i arbeidet med & forbedre arbeidsforholdene.

Berorte grupper i leveranderkjeden

Siden var virksomhet ofte foregar pa avsidesliggende steder, kan et direkte
engasjement veere utfordrende. Derfor samarbeider vi tett med frivillige
organisasjoner og bransjeinitiativer for & sikre at perspektivene til bererte
lokalsamfunn blir tatt med nar vi handterer konsekvenser gjennom partnerskap
og samarbeid.

KLAGEORDNINGER OG KORRIGERING

| Lindex er vi forpliktet til & sarge for at alle som er bergrt av var virksomhet —
ansatte, leverandearer, forretningspartnere, arbeidere i verdikjeden, kunder og
medlemmer av lokalsamfunnet — har tilgang til en effektiv varslingsmate. | 2024
lanserte vi nye retningslinjer for varsling for a styrke var forpliktelse til apenhet,
ansvarlighet og etisk atferd. Dette sikrer at alle interessenter trygt og sikkert
kan komme med varsler, vel vitende om at de vil bli tatt pa alvor og handtert
rettferdig.

Egne ansatte

Vi har klare prosesser for & handtere og lase eventuelle negative konsekvenser
som vare ansatte opplever, i trad med EUs varslingdirektiv (2019/1937). Var
varslingsportal administreres av WhistleB og tilbyr en sikker og anonym mate
a varsle pa.

Gjennom varslingsretningslinjene understreker vi var plikt til a tilby en sikker
og tilgjengelig klageordning, der alle rapporter handteres fortrolig og aktsomt.
Vi undersgker varsler grundig og iverksetter korrigerende tiltak nar det er
nedvendig. Represalier mot enkeltpersoner som varsler i god tro, er strengt
forbudt i henhold til retningslinjene.

For & sikre at klageordningene vare er effektive, maler vi jevnlig de ansattes tillit
gjennom undersokelser. Et viktig sparsmal vi stiller, er felgende:

«Hvis jeg opplevde alvorlig tjenestefeil pa jobben, er jeg sikker pa at Lindex ville
iverksette tiltak for & rette opp situasjonen.»

Ansatte kan varsle gjennom ulike kanaler, deriblant ledere, HR, sikkerhet,
baerekraft, juridisk, internrevisjon eller den anonyme varslingsportalen.

| 2024 kom det seks varsler gjennom kanaler der egne ansatte kan varsle. Av
disse var tre enten helt eller delvis begrunnet, noe som forte til at saken ble tatt
hand om og lgst. Tre saker er i ferd med & bli gransket eller lgst.
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Arbeidere i leveranderkjeden

Lindex har en strukturert strategi for @ handtere negative konsekvenser for
arbeidere i leveranderkjeden. Nar det kommer inn varsler, gjennomferer vart
baerekraftsteam en grundig undersokelse og jobber direkte med berorte
arbeidstakere eller deres representanter for a finne passende lgsninger.

Ansatte i leveranderkjeden kan varsle anonymt gjennom var varslingsportal, som
er offentlig tilgjengelig pa vart nettsted. Dette sikrer dpenhet og anonymitet for
dem som varsler.

Som en del av Lindex’ etiske retningslinjer for leveranderer ma alle
partnerfabrikker ha interne klageordninger som arbeidstakere lett kan
fa tilgang til. Vi vurderer disse systemene under revisjoner, deriblant
medarbeiderintervjuer, for a sikre at de er effektive og palitelige.

Gjennom revisjoner har Lindex pavist utfordringer knyttet til arbeidernes tillit
til leverandgrenes interne klagekanaler. For & bidra til & styrke disse systemene
jobber vi kontinuerlig med leveranderer for & forbedre deres interne prosesser.
| tillegg samarbeider vi med eksterne klageordninger gjennom regionale og
sektorspesifikke initiativer, slik at arbeidstakere far alternative varslingsmater.

Samarbeid om klageordninger

* Bangladesh: Gjennom Ready-Made Garments Sustainability Council
(RSC), som styres av den internasjonale avtalen om helse og sikkerhet
i tekstilindustrien, gir Lindex arbeidere i Bangladesh en gjennomsiktig
plattform der de kan varsle om helse- og sikkerhetsbekymringer. Klager
blir undersekt av et spesialisert team, og funnene blir offentliggjort for &
sikre ansvarlighet. Denne ordningen er tilgjengelig i alle fabrikker vi jobber
med i Bangladesh.

» Kvinnekafé, Gazipur: Som en del av vart program for a styrke kvinners
rettigheter tilbyr kafeen et trygt sted der kvinnelige arbeidstakere kan
varsle om problemer pa arbeidsplassen, deriblant permisjon, lann og
bredere sosiale utfordringer. Her far de ogsa tilgang til juridisk radgivning.

e Tyrkia: | samarbeid med MUDEM tilbyr Lindex juridisk hjelp og klage-
muligheter for tekstilarbeidere i Tyrkia.
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Gjennom disse initiativene tar vi sikte pa a gi arbeiderne i leveranderkjeden
tilgang til palitelige klageordninger og stettesystemer. Vi er forpliktet til & male
disse kanalenes bevissthet og effektivitet og handtere tilbakemeldinger for
kontinuerlig forbedring av strategien var.

| 2024 kom det inn 20 varsler gjennom klageordningen for arbeidere i
leverandegrkjeden om lann og ytelser, arbeidsforhold og trakassering.

« 18 varsler kom inn via RSC i Bangladesh, 13 saker var begrunnet, og disse
sakene ble tatt hand om og last, mens 5 saker ble avvist.

* Det kom inn et varsel via MUDEM i Tyrkia. Saken var begrunnet, og vi ser pa
l@sninger.

* Det kom et varsel via Lindex’ egen kanal som var begrunnet, noe som forte
til at saken ble tatt hand om og lgst.

TILTAK FOR A HANDTERE NEGATIVE KONSEKVENSER

Tiltak for a redusere negative konsekvenser av egen virksomhet

Lindex er forpliktet til & redusere og rette opp negative konsekvenser

som felge av sin egen virksomhet. Vi fortsetter & utvikle var prosess med
aktsomhetsvurderinger i forbindelse med menneskerettigheter, og vi setter
0g gjennomgar ogsa aktivt konkrete handlingsplaner og mal for & handtere
negative konsekvenser.

| 2024 har vi:

» Styrket menneskerettighetskunnskapen ved a ansette en egen
menneskerettighetsekspert for & forbedre vare prosesser for
strategiutvikling og aktsomhetsvurderinger

* Utarbeidet nye etiske retningslinjer for de ansatte som omfatter
menneskerettigheter og etiske standarder, og som etter planen skal
lanseres i 2025.

* lgangsatt planer om a implementere en digital lzerings- og
utviklingsplattform for oppleering i menneskerettigheter
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Balanse mellom jobb og fritid

Lindex forretningsmodell, med distribusjonssentre og mange butikker, byr
naturligvis pa utfordringer knyttet til midlertidige ansatte og deltidsansatte, noe
som ferer til uforutsigbare arbeidstider. For & sikre en bedre balanse mellom jobb
og fritid har vi som mal & skape mer forutsigbare vaktplaner og tilby fleksible
arbeidsordninger som fremmer trivsel for vare ansatte.

Helse og sikkerhet

| Lindex er prioritering av helse og sikkerhet grunnleggende for & beskytte de
ansattes velvaere. Potensielle problemer ved Lindex’ kontorer, lagre og butikker i
ulike land omfatter brannsikkerhet, ulykkesrisiko og nestenulykkesrisiko pa lagre
og ergonomiske utfordringer i kontormiljger. Vi treffer nedvendige tiltak for a sikre
samsvar med lokale lover, arrangere sikkerhetskurs, levere ngdvendig utstyr og
implementere overvakingsprosesser. Disse tiltakene viser at vi er forpliktet til &
ivareta et trygt og ansvarlig arbeidsmilje.

Organisasjonsfrihet

Lindex respekterer alle ansattes rett til fritt & organisere seg og bli med eller ikke
i fagforeninger eller andre foreninger der de kan uttrykke sine bekymringer og
veere representert.

Som arbeidsgiver deltar Lindex i praksisen med kollektive forhandlinger, hvis
den lokale konteksten tillater det, som et konstruktivt middel til dialog mellom
arbeidstakere, fagforeninger og arbeidsgivere, som alle jobber sammen for &
forbedre arbeidsforholdene.

| Sverige og Norge er 100 prosent av vare arbeidstakere (i Finland 96 prosent)
omfattet av tariffavtalen. Det betyr at 81 prosent av var samlede arbeidsstyrke er
representert av fagforeninger. Lindex har imidlertid ansatte i land der retten til
organisasjonsfrihet og kollektive forhandlinger er begrenset.

Diskriminering

Som et globalt selskap med en mangfoldig arbeidsstyrke er vi klar over risikoen
for diskriminering. Ved a integrere disse tiltakene tar vi sikte pa a skape et
stettende og inkluderende milje som opprettholder de hgyeste standarder for
menneskerettigheter og likestilling:

* Vi har retningslinjer for diskriminering som strengt forbyr enhver form
for diskriminering i Lindex. Denne politikken viser var forpliktelse til &
fremme en inkluderende og rettferdig arbeidsplass, sammen med var
mangfoldsplan og likestillingsplan.
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* 12022 og 2023 gjennomferte vi mangfolds- og inkluderingsmater for alle
eksisterende ansatte. | 2024 inkluderte vi oppleering i mangfold, likestilling
og inkludering i tiltakene for nye ansatte. Disse motene er utformet for
a bevisstgjere, utdanne om beste praksis og fremme en kultur preget av
respekt og forstaelse.

* Vigjennomfarer oppleering i mangfold og inkludering, deltar ulike nett-
verk, for eksempel Diversity Charter og Jobbspranget, og forplikter
oss til apne, rettferdige rekrutteringsprosesser. Vi folger aktivt opp og
gjennomgar praksis for a sikre overholdelse av menneskerettighets-
standarder og kontinuerlig forbedring av arbeidsplasskulturen.

 Vihar arlige kulturbzerende arrangementer for alle ansatte for & fremme
inkludering pa den internasjonale kvinnedagen, menstruasjonshygiene-
dagen og et rosa arrangement knyttet til brystkreftmaneden.

Mangfold, likestilling og inkludering

I trad med var strategi for mangfold, likestilling og inkludering la vi til seks mang.
folds-, likestillings- og inkluderingsfokuserte sparsmal i var medarbeiderunder-
sokelse. Vart samlede resultat i var «mangfolds- og inkluderings-oversikt» er
basert pa utsagnet «Jeg er fornayd med Lindex’ arbeid for a stotte opp om
mangfold og inkludering (for eksempel nar det gjelder kjgnn, etnisitet, sosio-
okonomisk status)», og vi far 8,7 poeng, noe som plasserer oss blant de everste
25 prosentene i forbrukerindustrien blant brukerne av denne datainnsamlings-
plattformen.

Var styrke ligger i «inklusivitet», der vi far 91 poeng pa pastanden: Vare priori-
teringer for forbedring er oppsummert under kategorien «mangfold» og inne-
holder tre pastander:

» «En mangfoldig arbeidsstyrke er en klar prioritet hos Lindex (for eksempel
nar det gjelder kjann, etnisitet, funksjonshemming, sosiogkonomisk status)»,

* Rekrutteringsprosesser i Lindex tiltrekker og velger ut en mangfoldig arbeids-
styrke (for eksempel nar det gjelder kjonn, etnisitet, funksjonshemming,
sosiogkonomisk status) og

* «Jeg mener Lindex er en mangfoldig arbeidsplass (for eksempel nar det
gjelder kjann, etnisitet, funksjonshemming, sosiogkonomisk status)». Her far
viialt 81 poeng.
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Human Rights Report 2024

Kjennsdiversitet

Kjenn er en av dimensjonene ved mangfold som vi har fulgt med pa i mange ar.
Vi er stolte over a ha mange kvinner i lederstillinger blant vart Lindex-lederteam
og over a ha lik representasjon av menn og kvinner i Lindex Groups styre.

50%
men

Lindex Leadership Team

Lindex Group Board of Directors
*excluding personnel representatives

Med blikket rettet mot fremtiden, streber vi etter en kjgnnsbalanse der de med best
kompetanse er med pa laget og @nskes velkommen til a statte Lindex pa var reise mot
okt mangfold, rettferdighet, inkludering, oppfyllelse av vart lafte og forretningssuksess.

Like muligheter

A tilby like muligheter er en del av vart lofte til framtidige generasjoner. Lindex er
en arbeidsgiver som tilbyr like muligheter med hensyn til inkludering og mangfold.
Vi streber etter & skape en kultur der alle foler seg verdsatt, respektert og bekvem
med & veere seg selv. Denne forpliktelsen omfatter alle sider ved sysselsetting, for

eksempel ansettelse, forfremmelse, lonn, tittel, arbeidsforhold, disiplin og oppsigelse.

Vi forbyr enhver form for diskriminering og er opptatt av at alle beslutninger skal
veere begrunnet og forankret i forretningsbehov.

Gjennom spersmal vi nylig har stilt via var medarbeiderundersakelse, kan vi se at de
fleste av vare ansatte foler at vi tilbyr like muligheter og behandler mennesker med
ulik bakgrunn rettferdig. Vi fortsetter @ samle inn data om vare ansattes oppfatninger
og erfaringer knyttet til trakassering og diskriminering gjennom var plattform for
medarbeiderengasjement. Blant annet ble vare ansatte bedt om a svare pa denne
pastanden: «Hvis jeg opplevde alvorlig tjienestefeil pa jobben, er jeg sikker pa at
Lindex ville iverksette tiltak for a rette opp situasjonen.»Vi har fatt 8,3 poeng i ar pa
dette sparsmalet, noe som viser det generelle positive inntrykket blant vare ansatte.

| lopet av 2024 kom det ikke inn noen diskrimineringssaker via varslings- og andre
interne rapporteringskanaler.
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Tiltak for a redusere negative konsekvenser i leveranderkjeden

Lindex er forpliktet til a respektere menneskerettighetene i alle deler av var virk-
somhet og forventer den samme forpliktelsen fra vare forretningspartnere. Dette
er en kontinuerlig laerings- og forbedringsprosess, ettersom vi jobber proaktivt for
a kartlegge, forebygge og redusere eventuelle negative konsekvenser var virk-
somhet kan ha for menneske- og arbeidstakerrettigheter i leveranderkjeden var.

Vi kartlegger nedvendige tiltak for & handtere negative konsekvenser i leverandar-
kjeden gjennom en prosess med aktsomhetsvurderinger, deriblant en vurdering av
menneskerettighetskonsekvenser. Vi tar systematisk for oss disse konsekvensene
avhengig av hvor alvorlige og sannsynlige de er, og vi legger seerlig vekt pa sarbare
personer og grupper. Vi fokuserer pa flere tiltak for & redusere negative konsekvenser
for arbeidstakere i leveranderkjeden.

Medlemskap i ETI

Lindex er medlem av ETI, Ethical Trading Initiative, som er et britiskbasert uavhengig
organ som har samlet selskaper, fagforeninger og ikke-statlige organisasjoner siden
1998 for & sikre at internasjonale arbeidsstandarder i de globale leveranderkjedene
av medlemsbedrifter blir overholdt. Lindex har vaert medlem siden 2018, og vi sam-
arbeider med ETI om & utvikle var tilnaerming til menneskerettigheter og arbeids-
takerrettigheter.

Forvaltning av leveranderkjeden

Effektiv forvaltning av leveranderkjeden er avgjerende for var menneskerettighets-
forpliktelse og etiske forretningspraksis. Var suksess er avhengig av & kunne finne
de riktige leveranderkjedepartnerne som deler vare verdier og jobber sammen for
a opprettholde bade sterke relasjoner og haye etiske standarder.

Pa et strategisk niva har vi jobbet proaktivt for & transformere og konsolidere leve-
randerkjeden var og oppmuntret forretningspartnerne vare til a bli selvforsynte.

Vi ensker a8 samarbeide med partnere som tar ansvar for egen baerekraft, og pa lang
sikt mener vi at dette vil veere viktig for & hindre brudd pa menneskerettighetene.

Gjennom en forhandsvurdering bekrefter vi forst at vi overholder de spersmalene
der vi har nulltoleranse, og vi vurderer resultatene opp mot vare etiske retningslinjer.
Nar det er etablert en relasjon, bruker vi et scorecard, poengkort, til & gjenkjenne
og belgnne leveranderer med hoy ytelse basert pa bestemte forretningskriterier

0g sosiale og miljgmessige ytelser. Vi fokuserer pa vare viktigste leveranderer som
representerer 80 prosent av produksjonsvolumet, noe som bidrar vesentlig til vare
baerekraftsmal. Andre leveranderer som vi bruker fra tid til annen, eller for mindre
mengder, vil generelt bli revidert og fulgt opp av vare eksterne revisjonspartnere.
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Vi har en styringssystemstruktur som hjelper oss med & finne potensielle
langsiktige partnere som:
» Deler var visjon for en apen og baerekraftig moteindustri.

* Har en ambisjon om ikke bare 3 etterleve regelverket,
men fokusere pa kontinuerlig forbedring.

* Forplikter seg (sammen med oss) til a styrke kvinner, respektere planeten
og ivareta menneskerettighetene

Vare leverandarer ma indikere at de deler vart engasjement for beerekraft.

For a formalisere dette felles verdisettet har vi en skriftlig

baerekraftsforpliktelse som leveranderene vare ma gjennomga og undertegne.

Dette setter et klart utgangspunkt for samarbeidet vart.

De viktigste verktayene i vart system for forvaltning av leveranderkjeden er:

* Menneskerettighetsstrategi
* Etiske retningslinjer (med integrerte likestillingsforventninger)

» Baerekraftsforpliktelse

* Instrukser for leveranderer

* Poengkort

 Forretningskalender/handbok (en veiledning i innkjepspraksis og
designutvikling)

« WE Women-forvaltningssystemet

Var leveranderstyringsprosess omfatter flere kritiske faser: velkomst, maling,
evaluering, motivering og avvikling.

Hver fase er viktig for a sikre at Lindex’ leveranderkjede forblir robust, etisk og i
trad med Lindex’ baerekraftsmal.

| 2024 jobbet vi med 87 leverandgrer og i alt 144 fabrikker. Hundre prosent ble
dekket av vare etiske retningslinjer gjennom trejdepartsrevisjoner eller Lindex’
egenvurdering. Som en del av var apenhetsforpliktelse legger vi ut kontakt-
informasjon til tekstilfabrikker, behandlingsenheter og stoffleveranderer her.

Our Tier 1 suppliers around the world who are Sedex members

Total workers: 139 523
Female: 84583

Total workers: 1040
Total male: 387
Total female: 653

Total workers: 6 422
Total male: 2111
Total female: 4311

Total workers: 7233
Total male: 4952
Total female: 2281
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Total workers: 8865
Total male: 5623
Total female: 3242

Total workers: 15295
Total male: 3993
Total female: 11302

Signert SE, CO, HH, LG, AB, AG, CP

Total workers: 83736
Total male: 34554
Total female: 49182

Total workers: 7788
Total male: 828
Total female: 6960

Male: 54940 Italy
Percent female: 61% Turkey
Percent male: 39% China
Morocco Pakistan
Italy India Bangladesh
No of suppliers: 4
No of sites: 10 5
Total workers: 402 SriLank P tnam
Total male: 207 A
Total female: 195 —
Morocco Turkey Pakistan India Sri Lanka Bangladesh Vietnam China
No of suppliers: 2 No of suppliers: 11 No of suppliers: 1 No of suppliers: 11 No of suppliers: 4 No of suppliers: 16 No of suppliers: 6 No of suppliers: 32
No of sites: 5 No of sites: 17 No of sites: 2 No of sites: 20 No of sites: 7 No of sites: 31 No of sites: 7 No of sites: 45

Total workers: 8742
Total male: 2285
Total female: 6457

21


https://about.lindex.com/sustainability/how-we-work/suppliers-and-factories/




LINDEX

Nye ansatte

Vi har en tydelig prosess for nye ansatte som er utformet for & sikre samsvar
med vare standarder og beerekraftforpliktelser.

* Forhandsvurdering
For vi tar imot en ny leverandear, gjennomferer vi en forhandsvurdering for &
verifisere at leveranderen overholder de omradene der vi har nulltoleranse,
og vurderer resultatene opp mot vare etiske retningslinjer. Dette omfatter
en intern revisjon og/eller en tredjepartsrevisjon av de etiske retningslinjene.
Disse vurderingene, sammen med juridisk dokumentasjon, ser pa vare
nulltoleransekrav, og enhver overtredelse farer til at prosessen med & ta imot
nye leveranderer blir stoppet umiddelbart.

Oppleering for nye ansatte

Var avdeling for baerekraftige produksjonskontorer tilbyr oppleering i Lindex’
beerekraftstrategi, veikart, mal og nekkelindikatorer samt var tilnaerming til
beerekraftspoengkortet.

Regelmessig overvaking

Vi gjennomfarer regelmessige revisjoner ved hjelp av SMETA-metoden,
og nar det er nedvendig, gjennomfares og overvakes korrigerende
handlingsplaner noye. Etter seks maneder ma alle nye leverandarer
registreres i SEDEX fer de blir med i var vanlige overvakingsfase.

Poengkort

Nar det er etablert en leverandarrelasjon, bruker vi et scorecard, et
poengkort, til & evaluere og belgnne leverandgrer med gode resultater
basert pa bestemte forretningskriterier samt gode resultater pa det sosiale
og miljgmessige omradet.

Egenvurderinger

Vi har som mal ikke bare a gjennomfare revisjoner, men ogsa ulike
kapasitetsbyggende initiativer, deriblant egenvurderinger. Disse vurderingene,
som gjennomfares sammen med tradisjonelle revisjoner, hjelper leverandarer
med & ta ansvar for & forbedre arbeidsforholdene uten at de ma bli presset

til det utenfra. Denne metoden fremmer selvforsyning, noe som er et sentralt
element i var definisjon av en mer baerekraftig leverander. Resultatene er
integrert i vart system for leveranderpoengkort.
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Vi fokuserer pa sentrale leveranderer som star for 80 prosent av produksjonen
var, og bruker denne prosessen for & sikre at de bidrar vesentlig til vare
baerekraftsmal.

Leverandgrer som sto for 73 prosent av Lindex’ produksjonsvolum, fullforte i
2024 egenvurderinger.

Poengkort

Vi bruker Lindex’ poengkort som et viktig verktey for & evaluere leveranderenes
resultater objektivt i vart globale nettverk. Dette poengkortet gjer det mulig for
oss a vurdere leveranderens effektivitet og finne forbedringsomrader, i trad med
vare mal for produksjonskontoret.

Hver leverander eller produksjonsenhet vurderes ut fra fire hovedkategorier:

 Kvalitetsstyring
 Leveringstid

* Resultatutvikling
* Baerekraft

Det primaere malet er & optimalisere tre nokkelparametere — prisverdi, tid og
beerekraft — for bade nye og eksisterende leveranderer. Forretningskonsolidering
er en prioritet, og leveranderer med hayere poeng belgnnes. Hver sesong
gjennomgar teamene vare leverandgrenes budsjetter for & sikre at ordrer tildeles
de leverandgrene som gjor det best.

Ansvarlig avvikling av leveranderforhold

For & opprettholde integritet og heye standarder i var leveranderkjede er vi
noen ganger nadt til & avvikle forholdet til leveranderer. Men en bra avvikling av
et leveranderforhold kan pavirke arbeidere negativt. Vi er forpliktet til & avvikle
leverandegrforhold bare som en siste utvei og prioritere dialog i vare partnerskap.

Hvis vi avvikler leveranderforhold pa grunn av endringer i forretningsstrategien
var, felger vi retningslinjene for ansvarlig innkjepspraksis for & begrense

de negative konsekvensene. Dette omfatter tidlig forberedelse, apen
kommunikasjon og en strukturert omstillingsplan for a stette leverandaren.

Nar avvikling av leverandarforhold skyldes darlige resultater hos leverandaren,
manglende vilje til & forbedre seg eller avvik fra vare baerekraftsmal, er
beslutninger basert pa grundige evalueringer, deriblant poengkortvurderinger,
resultatgjennomganger og svar pa tilbakemeldinger og statte.
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Nulltoleranse

Vi tar overtredelser av vare etiske retningslinjer for leveranderer sveert alvorlig. Var forpliktelse om-

fatter ikke bare niva 1-leverandarer, men alle produksjonsanlegg som framstiller varer for Lindex.

Hvis det viser seg at en leverander ikke overholder de omradene der vi har nulltoleranse, krever
vi umiddelbare tiltak for & forebygge, redusere og rette opp forholdet. Hvis det ikke blir iverksatt
korrigerende tiltak, forbeholder vi oss retten til midlertidig eller permanent & avslutte forretnings-
forholdet.

Selv om avvikling av leveranderforhold fortsatt er en siste utvei, prioriterer vi apen dialog og vur-
derer noye de potensielle konsekvensene for arbeidstakerne for vi tar slike beslutninger.
Omrader der vi har nulltoleranse, omfatter blant annet
* Barnearbeid .
* Tvangsarbeid .
* Manglende oppfyllelse av minstelennskrav ¢
* Trakassering
* Diskriminering

* Mangel pa apenhet og nektet adgang
til anlegg og dokumenter

Bruk av forbudte kjemikalier
Mangel pa gyldig forretningslayve

Utilstrekkelige tiltak for bygnings-
og brannsikkerhet

* Manglende overholdelse av miljgkrav
« Uautorisert bruk av underleveranderer

Revisjoner og revisjonsstatistikk
Vier medlemmer av SEDEX og bruker SMETA-revisjonsmetoden. SMETA stéar for
Sedex Members Ethical Trade Audit. Disse revisjonene forer til at det blir utarbeidet en
revisjonsrapport, og nar det blir pavist eventuelle forbedringsomrader, fastsettes det en
korrigerende handlingsplan. Vare team maler deretter framdriften nar det gjelder tidsfrister, og
yter statte etter behov for a lase alle korrigerende tiltak
I lopet av 2024 har SEDEX videreutviklet sin revisjonsmetode.
Viktige endringer:

* Krav til arbeidsplassen, dvs. inndeling av ETI-grunnkoden i krav til arbeidsplassen;

det angir uttrykkelig hva en revisjon ber vurdere mot ETI-grunnkoden.

* Innfering av en styringssystemsvurdering mot hver ETI-grunnkode.

Transaksjon 09222115557541116564

» Utviklet en ny type funn, der samarbeid er ngdvendig, og der malet er 8 fremme samarbeid
mellom innkjgpere hos leveranderene og andre relevante interessenter, og tiltak som
betaling av levelgnn, tilbakebetaling av rekrutteringsavgifter og avskaffelse av barnearbeid.

* Innfering av nye datapunkter for & skape ytterligere kontekst der leverandgrene er, slik at vi
far en bedre analyse av leveranderkjederisikoer og forbedrede aktsomhetsvurderinger.

Den nye revisjonsmetoden ble innfart i september 2024 og vil bli brukt til nye revisjoner etter
innfaringen.

1 2024 holdt vare produksjonsenheter som tok i bruk SEDEX seg stabile, noe ned fra 2023 (fra
137 til 131), men en liten @kning i anlegg som utferte SMETA-tredjepartskontroller (fra 120 til
141). Med okt revisjonsnummer og nye markeder viser avviksfunnene ogsa en liten gkning
sammenlignet med kritiske (fra 59 til 67), sterre (fra 357 til 385) og mindre (96 til 93) i 2023.

| lzpet av de siste to arene har var aktive deltakelse i SEDEX-databasen gjort det mulig for oss
a oppna en mer stabil dekning av leveranderkjeden. Denne stabiliteten viser hvor modne vare
etiske overvakingssystemer er, og danner et sterkt grunnlag for dypere analyse. Med denne
stabiliserte plattformen og datadekningen er vi na forberedt pa a ga dypere inn i dataene,
avdekke ytterligere innsikt og fa igjiennom meningsfulle forbedringer og starte integrering med
aktsomhetsvurderinger i forbindelse med menneskerettigheter.

Non-compliance findings
2023 vs 2024

Non-compliance findings
2023 vs 2024
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Vanlige utfordringer med etterlevelse av regelverket
De vanligste problemene med manglende etterlevelse av regelverket som vi finner i
leveranderkjeden var, kan ses i sektordiagrammet her.

Working conditions are
/ safe and hygenic

.- Environment 4-pillar

3% o .
_— Living wages are paid

70% 3%

9% — Legal wages are paid

15%

Working hours are
not excessive

De hyppigst observerte avvikene — miljo 4-seylestandarder, lovfestet lonn betales,
levelonn betales, trygge og hygieniske arbeidsforhold og for lange arbeidstimer —
stemmer godt overens med de negative konsekvensene Lindex har pavist.

Alle omradene er sterkt knyttet sammen, og dette understreker behovet for en helhetlig
menneskerettighets- og beaerekraftsstrategi i leveranderkjeden. Arbeidstakere som ikke
mottar lovfestet lonn eller levelenn, faler seg ofte tvunget til & jobbe for mange timer for

‘ 1 & dekke grunnleggende behov. Disse lange timene medfarer okt tretthet, okt risiko for

, A . : ulykker pa arbeidsplassen og helsefare og krenker dermed retten til trygge og hygieniske
: ;‘L > i!{(ﬁﬁﬁ;@g@ 7 ‘ = SR arbeidsforhold. | tillegg kan manglende overholdelse av miljestandarder ytterligere

' svekke sikkerheten pa arbeidsplassen. Svak miljgledelse pavirker bade arbeidstakernes
helse og lokalsamfunnene i naerheten, og det understreker hvordan problemer med
etterlevelse av regelverket henger sammen.
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Overvaking av korrigerende tiltak og landsspesifikke problemer med manglende etterlevelse av regelverket

For & sikre at avvik handteres effektivt, felger vi naye opp de korrigerende tiltakene som vare
leveranderer og produksjonsenheter iverksetter. Dette omfatter regelmessige oppfalginger
og vurderinger for a verifisere implementering og spore framdrift.

Gjennom en analyse av uavklarte avvik har vi funnet flytende landspesifikke utfordringer som
krever malrettede korrigerende tiltak:

 Levelenn (Bangladesh): Bangladesh har vedvarende utfordringer med & sikre at
arbeidstakere far en levelgnn. Se risikoreduserende tiltak under utilstrekkelige lenninger i
tekstilindustrien side 28.

» Brannsikkerhet (Bangladesh): Brannsikkerhet er fortsatt en betydelig bekymring, og
det er en stor andel av manglende etterlevelse pa dette omradet. Vi arbeider aktivt for a
styrke brannsikkerheten via Accord se side xx risikoreduserende helse- og sikkerhetstiltak.

» Trygdedekning (Kina): | Kina har manglende trygdedekning blitt pavist som et sentralt
problem med manglende etterlevelse av regelverket. Vi samarbeider med leveranderene
vare om a lappe igjen disse hullene, og streber etter a sikre at arbeidstakerne far til-
strekkelig sosial beskyttelse i trad med lovfestede krav og vare standarder.

Top 5 Non-compliance among markets

Vietnam I

Turkey
Sri Lanka
Pakistan
Morocco
Italy
India
China

Bangladesh

20 40 60 80 100 120 140

. Environment 4-pillar

Legal wages are paid Living wages are paid
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Working condtions are safe and hygienic

» For mye overtid (i flere markeder): For mye overtid er fortsatt et utbredt problem i
flere produksjonsregioner. Som svar jobber vi med var innkjepspraksis for & redusere
var pavirkning og samarbeide med leverandarer om & gjennomfere bedre plan-
leggingspraksis og optimalisere arbeidsmengden for & unnga kritisk overtid.

 Trygge og hygieniske arbeidsforhold (i alle markeder): A opprettholde trygge og
hygieniske arbeidsforhold er fortsatt en utfordring i forskjellige markeder, spesielt i
hayrisikomiljger. Selv om det er gjort forbedringer, er vi fortsatt forpliktet til a forbedre
sikkerhetstiltak og hygienestandarder pa alle produksjonsanlegg. Se ogsa side 32
risikoreduserende tiltak for helse og sikkerhet.

Vi prioriterer a integrere korrigerende tiltak ved funn av avvik i vare tiltak for a redusere
negative konsekvenser. Ved a bringe utbedringsarbeidet pa linje med vare konsekvens-
og aktsomhetsvurderinger i forbindelse med menneskerettigheter har vi som mal a sikre
en proaktiv og langsiktig tilneerming der malet er & handtere mer enn bare enkeltstaende
problemer med etterlevelse av regelverket.

Non-compliance finding status - Open per market
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160

Bangladesh  China India Italy Morocco Turkey Vietnam

Working hours are not excessive
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Apenhet

Apenhet er avgjerende for ansvarlighet og forbedring av praksis. Det
underbygger ogsa sporbarhetsarbeidet. | 2021 satte Lindex seg som mal &
gjere alle produkter sporbare innen 2027. Hvert ar deltar Lindex i Fashion
Transparency Index, der vi har fatt en poengsum pa 44 prosent, betydelig
over bransjegjennomsnittet pa 26 prosent, og der vi kontinuerlig jobber for &
forbedre oss. | trad med apenhetslaftet publiserer Lindex kontaktinformasjon
for tekstilfabrikker, produksjonsenheter og stoffleveranderer pa bade sin egen
nettside og i Open Supply Hub.

Lindex’ innkjepspraksis

Ansvarlig innkjepspraksis er viktig for a stotte opp om og legge til rette for
bedre arbeidsforhold ved leveranderenes anlegg. Lindex er forpliktet til &
bygge sterke, langsiktige relasjoner med sine nokkelleverandarer, som star

for 80 prosent av produksjonsvolumet. Disse naere partnerskapene gjer det
mulig for oss & samarbeide for a8 handtere og redusere negative konsekvenser i
leveranderkjeden, med sikte pa gjensidig nytte for bade Lindex, leverandgrene
og arbeiderne i leveranderkjeden.

Kjernen i dette engasjementet er at baerekraft skal integreres i var
forretningspraksis pa alle nivaer. Ansvaret for risiko knyttet til baerekraft ligger
hos styrets leder og sikrer at forpliktelsen til & na baerekraftsmalene er forankret
pa everste niva. Chief Sustainability Officer, medlem av Lindex’ ledergruppe,
fremmer ytterligere integrering av ansvarlig innkjepspraksis i selskapets
overordnede strategi og beslutningsprosesser.

Aktsomhetsvurderinger star sentralt i Lindex’ planlegging og rapportering, og
pavirker selskapets femarige strategi, innkjepsplaner og plasseringsstrategier
direkte. Disse tiltakene styres av:

* Malene for 2025, stottet av veikart og handlingsplaner.
+ Arlig rapportering.
» Samsvar med apenhetsloven, CS3D, UNGP og OECDs retningslinjer.

Transaksjon 09222115557541116564
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Overalt i Lindex har vi integrert nokkelprinsipper:
* Menneskerettighetsstrategi
» Baerekraftsforpliktelse
* Leverandgrinstrukser
* Etiske retningslinjer
* Metode for aktsomhetsvurderinger

A veere en god partner for leveranderer betyr & fremme scenarioer der

alle parter vinner, og gi leveranderene mulighet til & fremme baerekraft pa
en proaktiv mate. Lindex deler ogsa ansvaret for arbeidernes trivsel og
anerkjenner hvordan forretningsbeslutninger — for eksempel betalingsvilkar
eller kjepstidspunkt — kan pavirke arbeiderne.

Lindex har lokale produksjonskontorer bemannet med regionale team i viktige
markeder. Disse teamene, deriblant regionale baerekraftsansvarlige, tilbyr
oppleering i ansvarlig innkjepspraksis og innkjepsbeslutningers pavirkning pa
arbeidere

For & forenkle planlegging og redusere overtid samarbeider Lindex med
leveranderer om a skape klare arbeidsflyter og tilby praktiske verktay for
planlegging og prognostisering. Dette omfatter blant annet falgende:

* Eninnkjgpshandbok

 Verktoy for prognostisering og kapasitetsplanlegging
» Verktoy for stoffplanlegging

* Verktoy for produktarbeidsflyt

Interne retningslinjer for innkjepspraksis styrker Lindex” engasjement for
ansvarlig drift ytterligere. Som medlem av Ethical Trading Initiative (ETI)
folger Lindex det felles rammeverket for ansvarlig innkjepspraksis, og sikrer at
forretningsbeslutninger ikke pavirker arbeidstakernes rettigheter og trivsel i
leveranderkjeden negativt.
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Mangfold og ikke-diskriminering:

Kvinner utgjer flertallet av arbeiderne i klesindustrien. De opplever ofte
kignnsbasert diskriminering, seksuell trakassering, darligere lannsvilkar
og begrenset karriereutvikling. Disse problemene pavirker deres psyke,
karrieremuligheter og sikkerhet negativt.

For & lgse disse utfordringene har Lindex implementert WE Women-systemet,

utviklet i samarbeid med GIZ (Deutsche Gesellschaft fir Internationale
Zusammenarbeit). Programmet er utviklet for a redusere kjannsforskjellene

i lederstillinger ved a tilby kvinner kompetanseoppleering, veiledning og okt
bevissthet rundt kjgnnssparsmal i bedriftsledelsen. Initiativet legger ogsa vekt
pa kvinnehelse og reduksjon av lgnnsforskjeller.

Ved a innfare systemet i var globale leveranderkjede, herunder i Bangladesh,
India, Tyrkia og Kina, har Lindex som mal & fremme likestilling innen
karriereutvikling, kompetanseopplaering og opprykksmuligheter. Vart mal er
a4 skape inkluderende arbeidsplasser som gir like muligheter for kvinner og
beskytter dem mot diskriminering og trakassering. Les mer om We Women-
programmet her WE Women by Lindex.

Kvinnekaféinitiativ i Bangladesh

Som en del av WE Women-programmet i Bangladesh lanserte Lindex
kvinnekafeen i 2019 i samarbeid med den lokale kvinneorganisasjonen
Karmojibi Nari. Kafeens aktiviteter og tjenester, formet av de kvinnene som
deltar, omfatter lese- og skriveoppleering, syklasser, datakurs og et kurs
fokusert pa oppleering i lokal arbeidsrett. Kafeen fungerer ogsa som en
klagekanal der arbeidsrelaterte spersmal og bredere sosiale sparsmal blir tatt
opp, og der arbeiderne far tiloud om rettshjelpstjenester.

Transaksjon 09222115557541116564
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Lansering av WE Women-programmet i Kina

| Kina samarbeider Lindex med Kinas nasjonale tekstil- og klesrad, en ikke-
statlig organisasjon som er en pioner innen familievennlige arbeidsplasser i
den kinesiske tekstilindustrien. Lindex har integrert WE Women-programmet
med CNTACs rammeverk for familievennlige fabrikker. Dette samarbeidet
startet et proveprosjekt med tre langsiktige partnerleveranderer og en
produksjonsenhet fra hver leverander, og programmet ble innfert i kinesiske
fabrikker.

Kjennsdataindikatorer

Gender data Indicators-veiledningen, Gender data initiative | Ethical
Trading Initiative, utviklet i samarbeid med Partnership for Sustainable
Textiles og andre, tilbyr praktiske verktay for & samle kjgnnssensitive data i
leverandgrkjeder for & fremme kjennsbaserte aktsomhetsvurderinger.

Den er basert pd BSR_Gender Data_Impact Framework Report.pdf (GDI).

| lopet av aret knyttet Lindex disse indikatorene opp mot dagens
leveranderkjededata for & identifisere bade justeringer og mangler. For a
l@se paviste mangler ble det gjennomfart en leveranderundersokelse for a
kartlegge leveranderenes arbeid pa felgende omrader:

* Kjennsbaserte oppleeringsprogrammer.

« Kvinners retur til jobb etter & ha fatt barn.

* Lonnsforskjeller mellom kjgnn

* Retningslinjer som fremmer likestilling mellom kjennene.
Resultatene av denne undersgkelsen, kombinert med innsikt fra WE

Women-programmet, vil bli brukt til & utarbeide framtidige handlingsplaner
og mal for 2030.
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Human Rights Report 2024

Utilstrekkelige lanninger i tekstilindustrien

Mangel pa tilstrekkelige lenninger har alvorlige konsekvenser for
arbeidsstyrken i kjeden av tekstilleveranderer. Siden flertallet av arbeiderne
er kvinner, bidrar denne lennsforskjellen dessuten til lannsforskjeller mellom
kignnene, begrenser tilgangen til utdanning for barn og ferer til darligere
helseresultater for arbeidstakere og deres familier.

Lindex’ produksjon er satt ut til uavhengige leveranderer, og arbeidstakernes
lenninger betales ikke direkte av Lindex. Vi er imidlertid forpliktet til & vedta
innkjepspraksis som stotter rettferdige lennsutbetalinger i leveranderkjeden
og bruker var innflytelse til & pavirke lennsutviklingen.

Vi veileder produksjonsenhetene vare ved a gjennomfare periodiske
vurderinger av arbeidernes Ignninger mot lokalt beregnet levelgnn
(ved hjelp av Anker & Anker-metoden) og sammenligne dette mot faktisk

50.000 —
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40.000 —
35.000 [~
30.000 —
25.000 |~

20.000 —

. Minimum wage

Average wage without OT and benefits

15.000

10.000 [—
Average wage with OT and benefits

5.000
Anker & Anker living wage

betalt lenn. Var innkjepspraksis er utformet for & legge til rette for korrekte
lennsutbetalinger uten & fremme for mye overtid. Vi stotter leveranderenes
arbeid for & implementere effektive loannssystemer som klassifiserer jobber
etter kompetanseniva, og som betaler arbeiderne i henhold til denne
kompetansen. | tillegg oppfordrer vi til & ga over fra kontantbetalinger til
digitale betalingsmetoder (f.eks. bankoverfaringer).

Lindex offentliggjer aggregerte levelennsdata per land. Leverandearer
beregner disse dataene basert pa Anker og Anker-metoden medregnet lokale
kostnader. For rapporteringsformal samler vi data for a falge med pa trender

i forskjellige markeder. Selv om denne metoden for a samle data avviker

fra Anker og Anker-metoden, gir den en klar og forstaelig oversikt for hver
markedssituasjon.

Bangladesh

Transaksjon 09222115557541116564
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Turkey China Pakistan SriLanka
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Organisasjonsfrihet og kollektive forhandlinger:

Organisasjonsfrihet, rett til & danne fagforening, arbeidstakerrepresentasjon
og kollektive forhandlinger er under press i mange land. Lindex har pavist
betydelige risikoer knyttet til disse rettighetene i Bangladesh, Kina, India,
Pakistan og Tyrkia. Som en del av var forpliktelse til & forbedre arbeidstakernes
rettigheter har vi kartlagt leveranderkjeden var for a forsta hvor det finnes
fagforeninger. Denne kartleggingen er et viktig farste skritt mot a etablere
rettferdig arbeidstakerrepresentasjon i hele leveranderkjeden var.

A opprettholde arbeidstakernes rett til organisasjonsfrihet og kollektive
forhandlinger er et grunnleggende krav i vare etiske retningslinjer

for leveranderer. Vi krever at alle vare leverandarer reflekterer og
gjennomforer disse standardene i sin virksomhet. Lindex falger noye

med pa revisjonsfunn knyttet til arbeidstakerrepresentasjon og kartlegger
forbedringsomrader. Funnene innebzerer & lase spersmal som fraveer av
valgte arbeidstakerrepresentanter, manglende bevissthet om rollene deres,
uregelmessige mater mellom representanter og ledelsen og mangelfulle
systemer for & holde regelmessige valg pa representanter.

Dette er et omrade som krever samarbeid med naeringslivet og tillitsvalgte. |
Bangladesh har International Accord, som vi er medlem av, lykkes sveert godt i
sitt arbeid med funksjonelle komiteer for helse og sikkerhet pa arbeidsplassen,
deriblant dialog med ledelse og arbeidstakere.

Som en del av Lindex’ pagaende arbeid for & styrke prosessen med aktsom-
hetsvurderinger i forbindelse med menneskerettigheter planlegger vi &
utarbeide en mer detaljert handlingsplan med sikte pa ytterligere a stotte
og styrke arbeidernes rett til organisasjonsfrihet og kollektive forhandlinger.

Transaksjon 09222115557541116564
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2024 PU (production units) med fagforeninger

Opprinnelsesland

Bangladesh

India

Pakistan

Sri Lanka

Vietnam

Kina

Italia

Tyrkia

Marokko

PU uten fagforeningn PU med fagforening
26 5
20 0
2 0
1 0
0 7
33 12
0 10
10 1
5 0
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Helse og sikkerhet

Arbeidere i regioner som Bangladesh, Kina, India, Pakistan og Tyrkia star
overfor vanlige risikoer, deriblant branner, elektriske farer, problemer med
bygningssikkerhet og vold pa arbeidsplassen — som hver for seg kan fore til
skader og helseproblemer.

| Lindex er vi forpliktet til & forbedre helsen og sikkerheten i klesindustrien.
Som svar pa Rana Plaza-tragedien i 2013 var vi tidlig ute med & undertegne
Bangladesh-avtalen om brann- og bygningssikkerhet. | 2021 ble den
internasjonale avtalen om helse og sikkerhet i tekstilindustrien lansert for

4 viderefgre det positive med Bangladesh-avtalen til andre land. Lindex
undertegnet denne avtalen i 2021 og fornyet sin forpliktelse i 2023 ved a
undertegne en oppdatert versjon som er gyldig fram til 2026. | tillegg har vi
undertegnet Pakistan-avtalen, som omfatter alle leveranderer av ferdigkleer,
hjemmetekstiler, stoffer og strikketilbeher.

Den internasjonale avtale om helse og sikkerhet i tekstilindustrien er

en juridisk bindende avtale mellom klesmerker og fagforeninger. Den
fastsetter et robust, bransjeoverskridende system for etterlevelse og
ansvarlighet for & ivareta arbeidstakernes helse og sikkerhet. Programmet
fremmer trygge arbeidsplasser gjennom uavhengige sikkerhetskontroller,
oppleeringsprogrammer og en klageordning for a beskytte arbeidstakere mot
helse- og sikkerhetsrisikoer pa arbeidsplassen.

Siden juni 2020 er kontrollene, korrigeringene og arbeidstakerprogrammene

i henhold til avtalen blitt gjiennomfert av RMG Sustainability Council

(RSC) i Bangladesh, som er en uavhengig organisasjon ledet i fellesskap

av merkevarer, fagforeninger og produsenter. RSC utfarer kontroller av
konstruksjoner, elektrisitet, brann- og kjelsikkerhet og maler opprettingen av
problemer som blir oppdaget gjennom korrigerende handlingsplaner. RSC
utferer ogsa sikkerhetsoppleering for fabrikkarbeidere og driver en uavhengig
klageordning for helse og sikkerhet som er tilgjengelig for alle arbeidere ved
avtaletilknyttede fabrikker i Bangladesh.

RSC gjennomfarer kontroller hos alle Lindex’
niva 1-leveranderer i Bangladesh. | lgpet av 2024 ble det
gjennomfert 133 inspeksjoner hos Lindex’ leverandgrer
i Bangladesh, og framgangen var pa 92 prosent.

Transaksjon 09222115557541116564
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Foruten det arbeidet som utferes i henhold til den internasjonale avtalen,
prioriterer vi sikkerheten ved vare produksjonsanlegg ved & gjennomfare
eksterne revisjoner og felge opp korrigerende handlingsplaner for

a sikre effektiv utbedring. Vart egenvurderingsprogram bidrar til at
produksjonsenheter kan styrke sine styringssystemer og bedre de ansattes
kompetanse. Denne systematiske metoden hjelper oss med & undersoke
helse- og sikkerhetsspersmal fra et ledelsesperspektiv og fremme kontinuerlig
forbedring i hele leveranderkjeden.

Barnearbeid i leveranderkjeden

Det finnes risiko for barnearbeid i leveranderkjeden, seerlig i regioner med
svakere handheving av regelverket. Risikoen er sterst innen landbruket,
ravareproduksjonen og uformell resirkulering, spesielt innen bomullsdyrking
og tekstilproduksjon. Barnearbeid, ofte drevet av fattigdom og svake lokale
institusjoner, kan gi skadelige konsekvenser for barns helse, utdanning og
utvikling.

Lindex fordemmer og forbyr alle former for barnearbeid pa det sterkeste. Vi
er forpliktet til @ forhindre barnearbeid i leveranderkjeden var, og vi arbeider
aktivt for & forutse, forebygge og eliminere barnearbeid i alle former. Vare
etiske retningslinjer sier eksplisitt at det ikke er tillatt a rekruttere barnearbeid,
og vi krever verifiseringsprosesser for a sikre at dette etterleves.

Gjennom vare SMETA PILLAR ll-vurderinger fokuserer vi spesielt pa
barnearbeid og sikrer at prinsippet om at «barnearbeid ikke skal brukes», blir
overholdt. Var bomullsstrategi, som sikrer at all bomull er sporbar gjennom
anerkjente sertifiseringsordninger innen 2026, spiller en viktig rolle for &
redusere risikoen for barnearbeid. Ved a skape dpenhet og sporbarhet i
bomullssektorer med hey risiko har vi som mal a redusere sarbarheter. | tillegg
omfatter vare bredere mal for dpenhet og sporbarhet at alle produkter skal
veere fullt sporbare innen 2027.

Barnearbeid er med i var nulltoleransestrategi. Det males nar nye leverandaorer
tas inn, og gjennom lgpende vurderinger. Hvis vi mottar pastander om
barnearbeid, felger vi en trinnvis handlingsplan som omfatter & identifisere
ansvarlige personer og iverksette hensiktsmessige korrigerende tiltak. Vi har
ikke mottatt noen rapporter om barnearbeid de siste arene.
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Tvangsarbeid i leveranderkjeden

Det finnes risiko for tvangsarbeid i leveranderkjeden, seerlig i regioner med svakere
handheving av regelverket. Dette kan ha skadelige virkninger pa arbeidstakerens helse,
utdanning og generelle velveere. Risikoen er stgrst innen landbruket, ravareproduksjonen
og uformell resirkulering, spesielt innen bomullsdyrking og tekstilproduksjon. Tvangsarbeid
er en gkt bekymring for sarbare migrantarbeidere som kan risikere & bli utnyttet gjennom
gjeldsslaveri og tilbakeholding av pass.

| Lindex tar vi med tvangsarbeid i var nulltoleransevisjon, og vi méler denne risikoen nar vi tar
imot nye leverandarer, og nar vi foretar lepende vurderinger. Hvis vi mottar informasjon om
pastatt tvangsarbeid, folger vi en klar, trinnvis handlingsplan. Denne prosessen innebzerer a
kartlegge ansvarlige personer og iverksette hensiktsmessige korrigerende tiltak etter behov.

Bomullsstrategien var er en viktig del av arbeidet for a redusere risikoen for tvangsarbeid.
Ved a forplikte oss til & gjere all bomull sporbar gjennom anerkjente sertifiseringsordninger
innen 2026 har vi som mal a skape starre apenhet og sporbarhet i bomullssektorer med
hoy risiko. Vare bredere mal for sporbarhet innebaerer a gjere alle produkter fullt sporbare
innen 2027, og dette styrker ytterligere vart arbeid med & forebygge tvangsarbeid i
leveranderkjeden var.

Vi har ogsa en erkleering basert pa loven om moderne slaveri som definerer hvordan vi
forebygger, identifiserer og reduserer risikoen for moderne slaveri i var virksomhet og
vare verdikjeder.

Vi har ikke mottatt noen rapporter om tvangsarbeid i lopet av regnskapsaret.

Tiltak for a redusere negative konsekvenser i berarte grupper

Mange vannveier i hayrisikoland blir forurenset av naeringsvirksomhet. Det pavirker tilgangen
pa rent vann og rammer fisket og jordkvaliteten for gardene i omradet. Lindex treffer
lepende tiltak for a redusere negative konsekvenser for berarte grupper, spesielt med fokus
pa vann og arealbruk i leveranderkjeden var.

Vannforvaltning: Ved & fremme vannsparingspraksis, regnvannshasting og ansvarlig avlgps-
behandling blant leveranderer har Lindex som mal @ minimere avhengigheten av ferskvann
og risikoen for vannforurensning. Lindex samarbeider med WaterAid i Bangladesh for &
forbedre tilgangen til vann og kloakk for sarbare grupper, og fokus er pa kvinner og jenter.

Transaksjon 09222115557541116564

Arealbruk og ekosystemvern: Lindex har forpliktet seg til & benytte mer baerekraftig
eller resirkulert materiale ved & kjope sertifiserte materialer (f.eks. OCS, GOTS, GRS) og
regenerativt landbruk) for & redusere jordforringelse og forbedre det biologiske mangfoldet.

WaterAid

Vi har gitt et lofte til framtidige generasjoner om at vi skal vaere et vannansvarlig selskap,
og vi har ogsa gitt lafte om & styrke kvinner. Vart samarbeid med WaterAid for a forbedre
tilgangen pa rent vann og kloakk rundt om i verden er en betydelig del av innsatsen for a
oppfylle begge laftene.

Manglende tilgang pa rent vann er en stille katastrofe for kvinner og jenter som stjeler tiden
deres og fratar dem de framtidige mulighetene de har. | stedet for & ga pa skole, ga pa jobb
eller delta i lokalsamfunnet far kvinner og jenter ofte det tunge ansvaret med a hente vann.
Palitelig tilgang pa rent vann og kloakk kan endre livet til millioner av kvinner og jenter over
hele verden. Det er derfor vi har inngatt et samarbeid med WaterAid om a levere et program
i Bangladesh som gir bade fysiske forbedringer, blant annet handvaskstasjoner, toaletter og
dusjer, og bevisstgjeringstiltak og oppleering i fabrikker og lokalsamfunn.

Som en del av WaterAids standard praksis for a sikre lokalt eierskap og beaerekraft er
lokalsamfunnene blitt mobilisert for & bidra ekonomisk til bygging av vann-, kloakk og
hygieneanlegg. For ytterligere & styrke det lokale eierskapet involverer WaterAid brukerne
av disse anleggene, spesielt kvinner, i planleggingsprosessen, med tanke pa deres spesifikke
behov, komfort og sikkerhet. | tillegg har 150 kvinner og jenter blitt laert opp som agenter for
endring av hygieneatferd for & fremme langsiktige positive vaner.

Gjennom dette partnerskapet har vi stettet to lokalsamfunn i Dhaka (Mirpur og Gazipur)
og ett i Myanmar (for militaerkuppet). | 2023 lanserte vi et nytt prosjekt i Savar i Dhaka som
forventes & gagne ytterligere 8700 mennesker.

Pa rapporteringstidspunktet har vi klart & renovere eller bygge 101 forbedrede kloakkanlegg
i de omradene der tekstilarbeidere og deres familier bor. Disse anleggene har hittil nadd
over 16 000 personer med okt tilgang til bedre toalett- og dusjmuligheter, atskilt for kvinner
og menn. Hvert lokalsamfunn har na egne rom for handtering av menstruasjonshygiene i
minst ett kvinnelig kammer, slik at kvinner og unge jenter kan handtere sin menstruasjon og
hygiene péa en privat og verdig mate. Der det har veert mulig, har programmet ogsa ekt antall
tilgjengelige toalettkamre. Les mer om vart samarbeid med WaterAid her WaterAid.
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Samarbeid som
utgjor en forskjell

Med apenhet som grunnlag er samarbeid den neste forutsetningen
for @ oppna den strukturelle endringen vi streber etter. Samarbeid
mellom Lindex og vare leveranderer, samt blant bransjekollegaer og
interessenter, er et must med tanke pa moteindustriens komplekse,
globale og sammenflettede art. Systemendring kan ikke oppnas
uten samarbeid, og dette gir okt innflytelse og mulighet for a dele
kunnskap og skape en felles agenda blant kollegaer. Samarbeidet
legger ogsa til rette for en harmonisering blant akterene i bransjen,
blant annet et felles sprak og en felles rapporteringsmate, og felles
forventninger om tiltak mot leveranderer og kunder. | trad med FNs
klimamal nr. 17 er vi en del av flere forpliktelser der vi
gar sammen med andre og samler oss rundt felles mal

@ og ambisjoner.

1 PARTNERSHIPS

FOR THE GOALS

Glz

Lindex har samarbeidet med GIZ (Deutsche Gesellschaft fir
Internationale Zusammenarbeit) i to offentlig-private partnerskap.
WE Women-programmet ble utviklet gjennom et offentlig-privat
samarbeid mellom Lindex og GlZ, og i samarbeid med BSR og
lokale ikke-statlige organisasjoner. Vi samarbeidet ogsa med GIZ
gjennom et offentlig-privat samarbeid, deriblant Bestseller, Deltex
og Orsay, for a forbedre kjemikaliestyringen ved 600 fabrikker
over hele verden, med statte fra GoBlu International Ltds digitale
verktey The BHive®.
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Diversity Charter Sweden

Lindex er medlem av dette initiativet som har som mal a hjelpe
organisasjoner med a gke kreativiteten og konkurranseevnen
gjennom vekt pa mangfold. Vi har undertegnet charteret og
dermed forpliktet oss til & skape og opprettholde et arbeidsmilje
som er inkluderende for alle, og fritt for diskriminering basert pa
kjonn, rase eller etnisk opprinnelse, religion, alder, funksjons-
hemming eller seksuell legning.

Sedex

Sedex er en ledende medlemsorganisasjon for etisk handel som
tilbyr sine medlemmer, deriblant Lindex, verktay, tjenester og
lokale nettverk for & forbedre arbeidsforholdene i globale
leveranderkjeder. SMETA (Sedex Members Ethical Trade Audit)
er Sedex sosiale revisjonsmetode.

Signert SE, CO, HH, LG, AB, AG, CP

ETI

Lindex er medlem av The Ethical Trading Initiative (ETI), som
er en ledende allianse av virksomheter, fagforeninger og
ikke-statlige organisasjoner som jobber for & fremme respekt
for arbeidernes rettigheter over hele verden.
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The Global Deal

The Global Deal for Decent Work and Inclusive Growth ble
lansert av den svenske statsministeren Stefan Lofvén i samar-
beid med OECD og ILO i 2016. The Global Deal har som mal

a oppmuntre regjeringer, bedrifter, fagforeninger og andre
organisasjoner til a styrke dialogen mellom partene i arbeidslivet.
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Den internasjonale avtalen om helse og sikkerhet

i tekstil- og tekstilindustrien

Lindex var en del av den opprinnelige fem ar lange Bangla-
desh-avtalen om brann- og bygningssikkerhet, som har gjort
arbeidsplassene tryggere for millioner av tekstilarbeidere siden
lanseringen i 2013. Lindex var blant de forste som underteg-
net videreferingen av dette initiativet, der de opprinnelige
forbedringene forsokes spredt til fabrikker over hele verden.

Apenhetslofte

Apenhet er en stor utfordring i motebransjen, men det er
nekkelen til framskritt innen alle baerekraftomrader. Vi forpliktet
oss til apenhetsloftet for forste gang i 2017. The Apparel and
Footwear Supply Chain Transparency Pledge er et initiativ fra

ni globale fagforeninger og menneskerettighetsorganisasjoner.
Initiativet ble utviklet for @ fremme dypere og bredere apenhet i
forsyningskjeder ved a fa selskaper til & publisere informasjon om
fabrikkene i produksjonsfasen av leveranderkjedene.
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Partnership for Sustainable Textiles har forpliktet seg til en sosial,
okologisk og korrupsjonsfri tekstilindustri — en industri som
respekterer rettighetene til alle arbeidere, beskytter klimaet sa
vel som miljget og opptrer med integritet og innenfor planetens
grenser.

Partnerskap for baerekraftige tekstiler

Som et initiativ med flere interessenter bringer Textile Partner-
ship selskaper, foreninger, ikke-statlige organisasjoner, stand-
ardiseringsorganisasjoner, fagforeninger og den tyske forbunds-
regjeringen sammen. Textile Partnership samarbeider ogsa med
europeiske og internasjonale initiativer for a spre beste praksis,
fa til framskritt i en felles innsats og handtere felles tilbud og krav
til medlemmer og selskaper og dermed gke engasjementet.

i

United Nations Global Compact

T ("
= 3=

FNs Global Compact er en global plattform for bedrifter og ikke-
kommersielle enheter som proaktivt @nsker & bygge nettverk og
engasjere seg i omrader som menneskerettigheter, arbeid, miljo
og bekjempelse av korrupsjon. Deltakelse i FNs Global Compact er
en synlig forpliktelse til & iverksette, offentliggjere og fremme de ti
universelle prinsippene. Lindex er medlem av FNs Global Compact
gjennom Stockmann-gruppen, men har ogsa et eget medlemskap.

‘ K

Private Sector Action for Women’s Health and
Empowerment-initiativet

The Private Sector Action for Women’s Health and Empowerment
Initiative ble lansert av FN-stiftelsen, Bill & Melinda Gates-stiftels-
en, Storbritannias avdeling for internasjonal utvikling og Merck for
Mothers. Sammen med andre varemerker fra den private sektoren
har vi gjort en innsats i trad med dette initiativet. Dette er i trad med
vart baerekraftslafte om a investere og bruke var forretningskraft til
a forbedre kvinners helse og velveere i de markedene og lokalsam-
funnene der vi driver virksomhet.

WaterAid

WaterAid er en del av vart lofte til framtidige generasjoner om at
vi prever a vaere et vannansvarlig selskap, og vi samarbeider med
WaterAid for a forbedre tilgangen til rent vann og kloakk rundt om
i verden. Dette partnerskapet stetter ogsa opp om vart lofte om a
styrke kvinner og vart engasjement for kvinnehelse.
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Human Rights Report 2024

Maling av framdrift og maloppnaelse

Lindex har satt seg flere mal for a forebygge og redusere negative konsekvenser for vare For a opprettholde var forpliktelse til ansvarlige og etiske innkjep har vi satt oss mal
egne ansatte, arbeidere i leveranderkjeden og bergrte grupper. Disse méalene samsvarer om a forbedre arbeidstakernes rettigheter i leveranderkjeden, med fokus pa levelgnn,
med var menneskerettighetsstrategi og vart beaerekraftslofte. bedre arbeidsforhold, apenhet og styrking av kvinners rettigheter. Malet ble utviklet av

et tverrfunksjonelt team av eksperter fra globale produksjonsmarkeder, med innsikt fra
over 20 ars revisjonsresultater og samarbeid med flere interessenter. Disse malene er
satt for & bli nadd innen 2025 og blir revidert arlig.

For vare egne ansatte fokuserer vi pa de ansattes engasjement, mangfold, likestilling
og inkludering, samtidig som vi har en nulltoleranse for diskriminering og trakassering.
Ansatte spilte en viktig rolle i utformingen av disse malene, spesielt for mangfold,

likestilling og inkludering, gjennom intervjuer og undersakelsesanalyse for a sikre For bergrte grupper har vi forpliktet oss til mal knyttet til beerekraftig vannforvaltning,
samsvar med arbeidsstyrkens behov og forretningsmal. avfallsreduksjon og gkosystemvern. Mer informasjon finnes i Lindex’ beerekrafterklaering.
Mal Malets omfang  Relatert strategi og kort beskrivelse Startar Framdrift 2022 Framdrift 2023 Framdrift 2024 Tilleggsinformasjon

av forholdet til strategimalet

Egne ansatte

Ansattes engasjement Alle egne ansatte Malet er direkte knyttet til var malsetting om a frem- 2021 Begge malene ble nadd i 2024, Malet har vaert uendret siden 2021.
og deltakelse haropp- me ansattes engasjement og deltakelse som der man oppnadde en enga-

nadd en poengsum pé er forankret i var menneskerettighetsstrategi. sjementsscore pa 8,6 og del-

8,6 (av 10) og en del- takelsesrate pa 75 prosent i

takerandel pa 69 prosent mars og 8,5 0g 72 prosent i

i Lindex Voice-med- november.

arbeiderundersekelsen.

Opplaering i mangfold, Alle egne ansatte Malet er direkte knyttet til vart mal om & skape en 2022 Lindex har satt seg en ambisjon Alle ansatte bortsett fra Alle ansatte har fatt opplaering A méle deltakelse er en utfordring pa
likestilling og inkludering: kultur for mangfold, likestilling og inkludering i for var og besluttet a utdanne alle butikkpersonalet har som gis til alle nye ansatte. grunn av mangel pa et formelt system.
100 prosent av de menneskerettighetsstrategi. ledere og team i mangfold, fullfort oppleeringen. Framtidig utvikling vil avhenge av om
ansatte deltar i oppleering likestilling og inkludering. vi klarer a fa en digital laerings- og

i mangfold, likestilling og Oppleering for ledere ved utviklingsplattform der vi kan folge med
inkludering. hovedkontoret ble lansert i pa at oppleeringen er fullfert.

andre kvartal 2022.
Malet har veert uendret siden 2022. Na
har det ikke vaert noen endringer i mal
eller malemetoder, men det framtidige
arbeidet vil fokusere pa & iverksette
et styringssystem for a male fullfert
mangfolds-, likestillings- og inkluderings-
oppleaering og forbedre evnen til & male
resultatene.

Null diskriminering og Alle egne ansatte Malet er direkte knyttet til malet om nulltoleranse for 2021 12022 fikk vi inn én sak gjennom Ingen rapporterte tilfeller. Vi ble kjent med ett tilfelle av Malet har vaert uendret siden 2021.
trakassering: Serge for og andre diskriminering og trakassering i var menneskerettig- varslingssystemet vart. Den ble trakassering i 2024 og iverksatte

at det ikke forekommer hetsstrategi og retningslinjer for diskriminering. lost i lopet av aret. nedvendige tiltak for & rette

diskriminering og tra- det opp. Var forpliktelse til en

kassering i Lindex’ egen nulltoleransepolitikk mot trakas-

virksomhet, ar for ar. sering forblir urokkelig, ettersom

vi fortsetter a sikre en trygg og
respektfull arbeidsplass for alle
ansatte.
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Mal

Arbeidere i leve| orkjeden

Levelennsprogram:
Lindex’ niva 1-leveran-
derer som star for 80
prosent av produksjons-
volumet, vil delta i et
levelennsprogram innen
2025. Lindex krever at
leverandarene beregner
levelonn, kartlegger
lennsforskjeller og bruker
digitale betalinger.

Arbeidsforhold Innen
2025 vil Lindex’ niva
1-leveranderer som

star for 80 prosent av
produksjonsvolumet, vise
engasjement for a for-
bedre arbeidsforholdene
pa omrader som helse,
sikkerhet og bekjempelse
av forskjellsbehandling.

Apenhet i leverander-
kjeden: Lindex’ niva
1-leveranderer som
star for 80 prosent av
produksjonsvolumet,
vil veere sporbare i
leveranderkjeden
innen 2025.

Styrking av kvinners
stilling: Innen 2025 vil
Lindex’ niva 1-leveran-
derer som star for 80
prosent av produksjons-
volumet, ha fullfert og
viderefert programmet
for styrking av kvinners
rettigheter (WE Wo-
men-programmet).

Malets omfang

Den oppstrems
leveranderkjeden
pa niva 1 omfatter
80 prosent av
Lindex’ produk-
sjonsvolum.

Den oppstroms
leveranderkjeden
pa niva 1 omfatter
80 prosent av
Lindex’ produk-
sjonsvolum.

Den oppstrems
leveranderkjeden
pa niva 1 omfatter
80 prosent av
Lindex’ produk-
sjonsvolum.

Den oppstroms
leveranderkjeden
pa niva 1 omfatter
80 prosent av
Lindex’ produk-
sjonsvolum.

Relatert strategi og kort beskrivelse
av forholdet til strategimélet

Lindex’ menneskerettighetsstrategi. Malet er direkte
knyttet til vart mal om tilstrekkelige lenninger som vi
har i var menneskerettighetsstrategi.

Lindex’ menneskerettighetsstrategi. Malet er direkte
knyttet til det politiske malet om arbeidsvilkar,
herunder diskriminering, helse og sikkerhet, tilstrek-
kelige lenninger, organisasjonsfrihet, tvangsarbeid,
barnearbeid samt overgrep og trakassering.

Lindex’ menneskerettighetsstrategi. Malet er direkte
knyttet til malet for menneskerettighetsstrategien.
Apenhet i leveranderkjeden er avgjerende for &
opprettholde og fremme menneskerettighetene
ved a muliggjere sterre ansvarlighet og handtere
systemiske problemer effektivt.

Lindex’ menneskerettighetsstrategi. Malet er direkte
knyttet til det politiske malet om styrking av kvinners
rettigheter og likestilling.

Startar

2019

2019

2019

2019
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Framdrift 2022

12022 beregnet 72 % av Lindex’
30 sterste leveranderer en
levelgnn, og 98 % av Lindex’ tier
1-leveranderer hadde tatt i bruk
digitale betalinger.

72 % (av de 30 storste
leveranderene).

Leveranderer star for
57 % av alle bestillinger.

Framdrift 2023

12023 beregner niva 1-le-
veranderer, som star for 83
% av Lindex’ produksjons-
volum, en levelgnn, og
niva 1-leveranderer som
star for 100 % av Lindex’
produksjonsvolum, har tatt
i bruk digitale betalinger.

78 % (av Lindex’ samlede
volum).

Leveranderer star for
59 % av alle bestillinger.
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Framdrift 2024

12024 beregner niva 1-leverande-
rer, som star for 80 % av Lindex’
produksjonsvolum, en levelenn,
og niva 1-leveranderer som star
for 95 % av Lindex’ produksjons-
volum, har tatt i bruk digitale
betalinger.

12024 viste niva 1-leveranderer,
som star for 78 % av Lindex’
produksjonsvolum, en forpliktelse
til a forbedre arbeidsforholdene.
Selv-vurderingsytelsen nadde

72 % innen 2024.

Lindex har lagt ut leverander-
informasjon bade pa nettstedet
sitt og i Open Supply Hub.

1 2024 hadde niva 1-leverandorer,
som star for 53 % av Lindex’
produksjonsvolum, fullfert
WE-programmet.

Tilleggsinformasjon

Beregningsmetoden ble justert i 2023 og
ser na pa antallet niva 1-leveranderer som
har deltatt i et levelennsprogram eller
nadd fullt produksjonsvolum.

Maélet evalueres gjennom Lindex’
poengkortsystem, der leveranderer
evalueres arlig pa egenvurderingsevne og
ledelsesforbedringer i arbeidsforholdene.
Beregningsmetoden ble justert i 2023

og ser na pa produksjonsvolumet til niva
1-leveranderer som har vist engasjement
for & forbedre arbeidsforholdene / hele
produksjonsvolumet til Lindex.

Vi har allerede kartlagt store deler av
leveranderkjeden var, men den IT-infra-
strukturen som trengs for & sikre dpenhet
og sporbarhet av produkter er fortsatt
under utvikling. Vi har et mal om full
produktsporbarhet innen 2027.

| samsvar med Lindex’ forpliktelse

til dpenhetslofte legger Lindex ut
kontaktinformasjon til tekstilfabrikker,
behandlingsenheter og stoffleveranderer
bade pa sine egne nettsteder og i Open
Supply Hub.

Maélet blir evaluert hvert ar. Bereg-
ningsmetoden ble justert i 2023 og ser na
pa det antallet av niva 1-leverandgrer som
er blitt med i WE Women eller nadd fullt
produksjonsvolum.

Lindex har med suksess implementert
We Women-prosjektet med majorite-

ten av leveranderene i Bangladesh og
nokkelleveranderer i India. Imidlertid

har utfordringer som COVID-relaterte
forstyrrelser forsinket utrullingen i

andre markeder. Exiten fra Myanmar,
hvor prosjektet var implementert, har
0gsa pavirket resultatet. Selv om Lindex
planlegger & utvide prosjektet til flere
leverandarer i Kina i 2025, er det forventet
at det opprinnelige malet ikke vil bli nddd.
| stedet vil erfaringene brukes til 8 forme
strategien videre etter 2025.
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Framdrift 2022 Framdrift 2023 Framdrift 2024

Tilleggsinformasjon

Bererte grupper

Innen 2025 er malet & Initiativet er Lindex’ menneskerettighetsstrategi. Malet er direkte 2023
sikre at 1200 mennesker rettet mot knyttet til politiske malsettinger for bererte grupper

far tilgang til rent tekstilsektoren i og tilgang til rent vann og kloakk.

drikkevann og for- Savar-distriktet i

bedrede kloakkanlegg Bangladesh.

i tekstilarbeidernes
boligomrader.

Innen 2025 er méalet & Initiativet er Lindex’ menneskerettighetsstrategi. Malet er direkte 2023
sikre 8700 personer rettet mot knyttet til politiske malsettinger for bererte grupper

tilgang til hdndvask- tekstilsektoren i og tilgang til rent vann og kloakk.

anlegg pa fabrikker Savar-distriktet i

og tekstilarbeidernes Bangladesh.

boligomrader.

Innen 2025 er malet & Initiativet er Lindex’ menneskerettighetsstrategi. Malet er direkte 2023
na 6200 mennesker rettet mot knyttet til politiske malsettinger for bererte grupper

gjennom bevisstgjering tekstilsektoren i og tilgang til rent vann og kloakk.

og forbedret hygiene- Savar-distriktet i

atferd hos arbeidere og Bangladesh.
deres familier .

Apenhet og kommunikasjon

OFFENTLIG RAPPORTERING

I Lindex er apenhet en hjornestein i var menneskerettighets- og baerekraftsstrategi.

Vi er forpliktet til apent a dele informasjon om vart arbeid, var framgang og vare
utfordringer for a sikre ansvarlighet og fremme tillit hos vare interessenter.

+ Arsrapport i trdd med EUs direktiv om baerekraftsrapportering

* Nettsted — offentliggjering av oppdaterte retningslinjer og forpliktelser

* Interessentengasjement — deling av innsikt gjennom dialog,
samarbeid og bransjefora

Transaksjon 09222115557541116564

87 personer

2780 personer

1423 personer

OVERHOLDELSE AV APENHETSLOVEN

Malet er absolutt. Malet ble utviklet
sammen med prosjektpartneren
WaterAid.

Forventet resultat pa malet er forsinket
pa grunn av politisk ustabilitet i Bangla-
desh i lepet av 2024, inkludert protester
og nedstengninger, som har fort til
begrenset tilgang til lokalsamfunn og
fabrikker. Forventningen er fortsatt &
levere pa det opprinnelig satte malet.

Malet er absolutt, malet ble utviklet
sammen med prosjektpartneren
WaterAid.

Forventet resultat pa malet er forsinket
pa grunn av politisk ustabilitet i Bangla-
desh i lepet av 2024, inkludert protester
og nedstengninger, som har fort til
begrenset tilgang til lokalsamfunn og
fabrikker. Forventningen er fortsatt &
levere pa det opprinnelig satte malet.

Malet er absolutt. Malet ble utviklet
sammen med prosjektpartneren
WaterAid.

Forventet resultat pa malet er forsinket
pa grunn av politisk ustabilitet i Bangla-
desh i lopet av 2024, inkludert protester
og nedstengninger, som har fert til
begrenset tilgang til lokalsamfunn og
fabrikker. Forventningen er fortsatt &
levere pa det opprinnelig satte malet.

Denne rapporten er utarbeidet i samsvar med kravene i apenhetsloven, som sikrer

at den tar opp de obligatoriske elementene knyttet til apenhet og ansvarlighet nar

det gjelder aktsomhetsvurderinger i forbindelse med menneskerettigheter. | tillegg
folger den andre relevante forskrifter og internasjonale standarder, deriblant OECDs
retningslinjer for flernasjonale selskaper og FNs veiledende prinsipper om neeringsliv og
menneskerettigheter. Ved a oppfylle disse kravene viser Lindex sitt engasjement for &
respektere menneskerettighetene og fremme etisk forretningspraksis i hele virksomheten

og leverandarkjeden.

Signert SE, CO, HH, LG, AB, AG, CP
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Aktsomhetsvurderinger

Styret i Lindex AS bekrefter og godkjenner herved at det er offentliggjort en
redegjoerelse for det lapende arbeidet med aktsomhetsvurderinger i Lindex AS
for 2024.

Aktsomhetsvurderingen er tilgjengelig pa Lindex sin hjemmeside:
https://about.lindex.com/no/baerekraft/rapporter-retningslinjer-og-
forpliktelser/baerekraftrapporter/

Oslo, 10. mars 2025

Susanne Ehnbage Henrik Henriksson

Styreleder Styremedlem

Caroline Ohgren Camilla Pedersen

Styremedlem Administrerende direktor
Lisa-Marie Grennevik Adele Borch Anita Grendalen
Styremedlem Styremedlem Styremedlem
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      195.1.12.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Caroline Kronstad (CK) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-06-08 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (susanne.ehnbage@lindex.com) to Susanne Ehnbåge (SE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (caroline.ohgren@lindex.com) to Caroline Öhgren (CÖ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (henrik.henriksson@lindex.com) to Henrik Henriksson (HH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lisa-marie.gronnevik@lindex.com) to Lisa-Marie Grønnevik (LG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (adele.borch@lindex.com) to Adele Borch (AB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anita.grondalen@lindex.com) to Anita Grøndalen (AG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:50:55.978771 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (camilla.pedersen@lindex.com) to Camilla Pedersen (CP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-03-10 12:51:00.873769 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Susanne Ehnbåge (SE) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:00.89608 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Caroline Öhgren (CÖ) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:00.915852 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Henrik Henriksson (HH) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:00.940806 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lisa-Marie Grønnevik (LG) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:00.975437 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Adele Borch (AB) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:00.996522 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anita Grøndalen (AG) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:01.02097 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Camilla Pedersen (CP) was delivered.

      


    

  



  

  

    		2025-03-10 12:51:38.707417 UTC ±6 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      195.1.12.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Camilla Pedersen (CP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 12:52:26.777153 UTC ±7 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      78.70.182.10

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The party Henrik Henriksson (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 12:52:52.727748 UTC ±7 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      195.1.12.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Camilla Pedersen (CP) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


Jeg signerer dokumentet 2024 Aktsomhetsvurderinger Lindex AS med transaksjonsnummer 9222115557541116564.













Data returned from 
  Vipps
:
  
Name: Camilla Harfeld Pedersen
  
Personal identification number: 
  

  
Date of birth: 1979-05-22
  
PID: 9578-5994-4-506450
  
  
Bank: Nordea Bank Abp filial i Norge
  
Signatory distinguished name: CN=Pedersen\, Camilla Harfeld,O=Nordea Bank Abp filial i Norge,C=NO,SERIALNUMBER=UN:NO-9578-5994-4-506450,SURNAME=Pedersen,GIVENNAME=Camilla Harfeld
  
Issuer distinguished Name: CN=BankID - Nordea - Bank CA 3,OU=920058817,O=Nordea Bank Abp filial i Norge,C=NO;OrginatorId=6001;OriginatorName=Nordea;OriginatorId=6001
  
Certificate valid from: 2024-12-31 18:12:04 UTC












Signature: 


  







      


    

  



  

  

    		2025-03-10 12:52:56.734545 UTC ±7 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      78.70.182.10

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The signatory Henrik Henriksson (HH) changed the text in the text field “ID number” from 
  blank
 to 
  “7707148214”
.  

      


    

  



  

  

    		2025-03-10 12:53:13.557084 UTC ±7 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      78.70.182.10

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0

      

    

    		

      

        The document was signed by Henrik Henriksson (HH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jeg signerer dokumentet "2024_Aktsomhetsvurderinger Lindex AS" med transaksjonsnummer 9222115557541116564.







Data returned from 
  the BankID network
:
  
Name: LARS-HENRIK GÖRAN HENRIKSSON
  
ID number: 
  197707148214

  
IP: 78.70.182.10


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-10 12:55:28.429586 UTC ±7 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      46.15.123.165

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anita Grøndalen (AG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 12:56:22.788109 UTC ±8 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      46.15.123.165

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Anita Grøndalen (AG) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


Jeg signerer dokumentet 2024 Aktsomhetsvurderinger Lindex AS med transaksjonsnummer 9222115557541116564.













Data returned from 
  Vipps
:
  
Name: Anita Grøndalen
  
Personal identification number: 
  

  
Date of birth: 1983-08-14
  
PID: 9578-5999-4-1993328
  
  
Bank: SpareBank 1 Utvikling DA
  
Signatory distinguished name: CN=Grøndalen\, Anita,O=SpareBank 1 Utvikling DA,C=NO,SERIALNUMBER=UN:NO-9578-5999-4-1993328,SURNAME=Grøndalen,GIVENNAME=Anita
  
Issuer distinguished Name: CN=BankID - SpareBank 1 - Bank CA 3,OU=986401598,O=SpareBank 1 Utvikling DA,C=NO;OrginatorId=9001;OriginatorName=SpareBank 1 Østlandet;OriginatorId=9001
  
Certificate valid from: 2023-05-26 04:53:11 UTC












Signature: 


  







      


    

  



  

  

    		2025-03-10 12:56:58.21836 UTC ±8 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      195.1.12.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Lisa-Marie Grønnevik (LG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 12:57:52.387258 UTC ±8 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      195.1.12.230

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Lisa-Marie Grønnevik (LG) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


Jeg signerer dokumentet 2024 Aktsomhetsvurderinger Lindex AS med transaksjonsnummer 9222115557541116564.













Data returned from 
  Vipps
:
  
Name: Lisa-Marie Grønnevik
  
Personal identification number: 
  

  
Date of birth: 1982-06-17
  
PID: 9578-5997-4-163706
  
  
Bank: DNB Bank ASA
  
Signatory distinguished name: CN=Grønnevik\, Lisa-Marie,O=DNB Bank ASA,C=NO,SERIALNUMBER=UN:NO-9578-5997-4-163706,SURNAME=Grønnevik,GIVENNAME=Lisa-Marie
  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002
  
Certificate valid from: 2024-08-15 06:06:54 UTC












Signature: 


  







      


    

  



  

  

    		2025-03-10 13:11:52.80543 UTC ±13 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      194.218.27.228

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.33 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Susanne Ehnbåge (SE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 13:12:51.05387 UTC ±13 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      194.218.27.228

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.33 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Susanne Ehnbåge (SE) changed the text in the text field “ID number” from 
  blank
 to 
  “197906284901”
.  

      


    

  



  

  

    		2025-03-10 13:12:59.52683 UTC ±13 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      194.218.27.228

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/134.0.6998.33 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Susanne Ehnbåge (SE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jeg signerer dokumentet "2024_Aktsomhetsvurderinger Lindex AS" med transaksjonsnummer 9222115557541116564.







Data returned from 
  the BankID network
:
  
Name: SUSANNE JÄRKBRATT EHNBÅGE
  
ID number: 
  197906284901

  
IP: 194.218.27.228


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-10 13:15:33.101898 UTC ±14 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      188.113.124.183

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The party Adele Borch (AB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 13:16:33.137739 UTC ±14 ms

    		2025-03-10 12:39:18.976968 UTC

    		

      188.113.124.183

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36 Edg/133.0.0.0

      

    

    		

      

        The document was signed by Adele Borch (AB) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


Jeg signerer dokumentet 2024 Aktsomhetsvurderinger Lindex AS med transaksjonsnummer 9222115557541116564.













Data returned from 
  Vipps
:
  
Name: Adele Borch
  
Personal identification number: 
  

  
Date of birth: 1973-04-27
  
PID: 9578-5997-4-340547
  
  
Bank: DNB Bank ASA
  
Signatory distinguished name: CN=Borch\, Adele,O=DNB Bank ASA,C=NO,SERIALNUMBER=UN:NO-9578-5997-4-340547,SURNAME=Borch,GIVENNAME=Adele
  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002
  
Certificate valid from: 2024-08-25 16:05:40 UTC












Signature: 


  







      


    

  



  

  

    		2025-03-10 14:26:51.913057 UTC ±18 ms

    		2025-03-10 13:39:20.67204 UTC

    		

      95.194.200.41

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/133.0.3065.92 Version/18.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Caroline Öhgren (CÖ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-03-10 14:27:31.148162 UTC ±18 ms

    		2025-03-10 13:39:20.67204 UTC

    		

      95.194.200.41

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/133.0.3065.92 Version/18.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Caroline Öhgren (CÖ) changed the text in the text field “ID number” from 
  blank
 to 
  “197209097521”
.  

      


    

  



  

  

    		2025-03-10 14:27:50.355475 UTC ±18 ms

    		2025-03-10 13:39:20.67204 UTC

    		

      95.194.200.41

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/133.0.3065.92 Version/18.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Caroline Öhgren (CÖ) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jeg signerer dokumentet "2024_Aktsomhetsvurderinger Lindex AS" med transaksjonsnummer 9222115557541116564.







Data returned from 
  the BankID network
:
  
Name: CAROLINE ÖGREN
  
ID number: 
  197209097521

  
IP: 217.213.115.171


















Signature: 


  




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-03-10 14:27:50.355475 UTC ±18 ms

    		2025-03-10 13:39:20.67204 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-03-10 14:27:50.562898 UTC ±18 ms

    		2025-03-10 13:39:20.67204 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.14 ms

		standard deviation: 1.60 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.971%

		|e| < 5 ms: ≈99.811%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-01-27 22:01:08.758361 UTC and 2025-03-10 13:39:20.67204 UTC:







  		Time collected

  		Clock offset







  

    		2025-01-27 22:01:08.758361

    		5.0 ms

  





  

    		2025-01-27 23:01:10.637198

    		1.1 ms

  





  

    		2025-01-28 00:01:12.871104

    		-2.7 ms

  





  

    		2025-01-28 01:01:14.777906

    		0.8 ms

  





  

    		2025-01-28 02:01:18.024027

    		0.1 ms

  





  

    		2025-01-28 03:01:21.164103

    		0.3 ms

  





  

    		2025-01-28 04:01:24.169511

    		3.8 ms

  





  

    		2025-01-28 05:01:26.209282

    		-1.3 ms

  





  

    		2025-01-28 06:01:28.505703

    		13.6 ms

  





  

    		2025-01-28 07:01:31.971162

    		0.5 ms

  





  

    		2025-01-28 08:01:35.164163

    		-0.2 ms

  





  

    		2025-01-28 09:01:37.224548

    		-1.2 ms

  





  

    		2025-01-28 10:01:38.944894

    		1.1 ms

  





  

    		2025-01-28 11:01:40.688364

    		0.4 ms

  





  

    		2025-01-28 12:01:42.668235

    		0.2 ms

  





  

    		2025-01-28 13:01:44.464214

    		2.5 ms

  





  

    		2025-01-28 14:01:46.260905

    		1.6 ms

  





  

    		2025-01-28 15:01:47.689105

    		1.3 ms

  





  

    		2025-01-28 16:01:49.477602

    		2.1 ms

  





  

    		2025-01-28 17:01:50.965351

    		-1.4 ms

  





  

    		2025-01-28 18:01:53.030612

    		2.3 ms

  





  

    		2025-01-28 19:01:56.068592

    		2.1 ms

  





  

    		2025-01-28 20:01:58.147744

    		5.0 ms

  





  

    		2025-01-28 21:02:00.079293

    		1.2 ms

  





  

    		2025-01-28 22:02:02.656954

    		4.7 ms

  





  

    		2025-01-28 23:02:04.277395

    		-1.9 ms

  





  

    		2025-01-29 00:02:07.516767

    		-3.7 ms

  





  

    		2025-01-29 01:02:09.976945

    		-3.6 ms

  





  

    		2025-01-29 02:02:12.873207

    		-3.8 ms

  





  

    		2025-01-29 03:02:16.514358

    		-1.3 ms

  





  

    		2025-01-29 04:02:19.181682

    		0.3 ms

  





  

    		2025-01-29 05:02:21.753211

    		1.2 ms

  





  

    		2025-01-29 06:02:23.925904

    		-0.1 ms

  





  

    		2025-01-29 07:02:27.17606

    		0.2 ms

  





  

    		2025-01-29 08:02:29.550304

    		0.0 ms

  





  

    		2025-01-29 09:02:31.688542

    		0.3 ms

  





  

    		2025-01-29 10:02:33.705229

    		0.5 ms

  





  

    		2025-01-29 11:02:35.447063

    		1.5 ms

  





  

    		2025-01-29 12:02:37.623976

    		1.6 ms

  





  

    		2025-01-29 13:02:39.37902

    		-4.5 ms

  





  

    		2025-01-29 14:02:40.949454

    		0.6 ms

  





  

    		2025-01-29 15:02:43.505337

    		0.6 ms

  





  

    		2025-01-29 16:02:45.377219

    		1.9 ms

  





  

    		2025-01-29 17:02:47.120565

    		-2.1 ms

  





  

    		2025-01-29 18:02:49.056165

    		-1.4 ms

  





  

    		2025-01-29 19:02:51.152872

    		-5.8 ms

  





  

    		2025-01-29 20:02:52.930783

    		-0.5 ms

  





  

    		2025-01-29 21:02:55.945696

    		-1.2 ms

  





  

    		2025-01-29 22:02:58.441479

    		-2.2 ms

  





  

    		2025-01-29 23:03:01.171514

    		-2.3 ms

  





  

    		2025-01-30 00:03:03.533496

    		-1.4 ms

  





  

    		2025-01-30 01:03:07.652453

    		-2.6 ms

  





  

    		2025-01-30 02:03:10.529846

    		-0.2 ms

  





  

    		2025-01-30 03:03:13.762046

    		-1.1 ms

  





  

    		2025-01-30 04:03:17.654469

    		1.1 ms

  





  

    		2025-01-30 05:03:20.634475

    		0.6 ms

  





  

    		2025-01-30 06:03:22.44456

    		-1.7 ms

  





  

    		2025-01-30 07:03:24.155041

    		-0.2 ms

  





  

    		2025-01-30 08:03:25.916406

    		3.0 ms

  





  

    		2025-01-30 09:03:27.743787

    		3.6 ms

  





  

    		2025-01-30 10:03:29.43074

    		-1.1 ms

  





  

    		2025-01-30 11:03:31.388468

    		5.1 ms

  





  

    		2025-01-30 12:03:33.109045

    		2.7 ms

  





  

    		2025-01-30 13:03:34.79693

    		-0.7 ms

  





  

    		2025-01-30 14:03:36.691067

    		-1.6 ms

  





  

    		2025-01-30 15:03:39.124975

    		-0.9 ms

  





  

    		2025-01-30 16:03:41.439191

    		-0.2 ms

  





  

    		2025-01-30 17:03:43.284691

    		0.6 ms

  





  

    		2025-01-30 18:03:44.823139

    		0.6 ms

  





  

    		2025-01-30 19:03:47.017733

    		-2.6 ms

  





  

    		2025-01-30 20:03:49.046962

    		-1.0 ms

  





  

    		2025-01-30 21:03:51.086241

    		-0.8 ms

  





  

    		2025-01-30 22:03:53.600367

    		0.5 ms

  





  

    		2025-01-30 23:03:57.153753

    		1.8 ms

  





  

    		2025-01-31 00:04:00.782047

    		-1.4 ms

  





  

    		2025-01-31 01:04:02.354798

    		-1.8 ms

  





  

    		2025-01-31 02:04:04.787031

    		-1.9 ms

  





  

    		2025-01-31 03:04:06.956117

    		-0.4 ms

  





  

    		2025-01-31 04:04:10.039169

    		-0.5 ms

  





  

    		2025-01-31 05:04:14.204086

    		2.0 ms

  





  

    		2025-01-31 06:04:16.263645

    		2.0 ms

  





  

    		2025-01-31 07:04:20.023826

    		-1.0 ms

  





  

    		2025-01-31 08:04:22.16769

    		2.5 ms

  





  

    		2025-01-31 09:04:23.939098

    		-0.8 ms

  





  

    		2025-01-31 10:04:25.687978

    		-1.5 ms

  





  

    		2025-01-31 11:04:27.63336

    		1.7 ms

  





  

    		2025-01-31 12:04:29.727017

    		-0.6 ms

  





  

    		2025-01-31 13:04:31.803646

    		0.7 ms

  





  

    		2025-01-31 14:04:33.554905

    		-0.1 ms

  





  

    		2025-01-31 15:04:35.944013

    		-4.4 ms

  





  

    		2025-01-31 16:04:37.564054

    		1.1 ms

  





  

    		2025-01-31 17:04:40.604019

    		0.3 ms

  





  

    		2025-01-31 18:04:42.406178

    		-1.6 ms

  





  

    		2025-01-31 19:04:45.622751

    		-0.2 ms

  





  

    		2025-01-31 20:04:49.227178

    		0.5 ms

  





  

    		2025-01-31 21:04:51.825251

    		1.5 ms

  





  

    		2025-01-31 22:04:53.624084

    		0.4 ms

  





  

    		2025-01-31 23:04:56.885437

    		-0.6 ms

  





  

    		2025-02-01 00:05:00.579817

    		0.3 ms

  





  

    		2025-02-01 01:05:02.294314

    		-1.0 ms

  





  

    		2025-02-01 02:05:04.434352

    		0.6 ms

  





  

    		2025-02-01 03:05:06.782351

    		-2.7 ms

  





  

    		2025-02-01 04:05:09.196721

    		1.6 ms

  





  

    		2025-02-01 05:05:11.737806

    		0.5 ms

  





  

    		2025-02-01 06:05:14.451416

    		2.4 ms

  





  

    		2025-02-01 07:05:16.093793

    		1.5 ms

  





  

    		2025-02-01 08:05:17.719532

    		0.6 ms

  





  

    		2025-02-01 09:05:19.448491

    		-1.2 ms

  





  

    		2025-02-01 10:05:21.969288

    		-1.0 ms

  





  

    		2025-02-01 11:05:23.707031

    		2.1 ms

  





  

    		2025-02-01 12:05:25.567517

    		0.3 ms

  





  

    		2025-02-01 13:05:27.531315

    		2.7 ms

  





  

    		2025-02-01 14:05:29.320563

    		-0.9 ms

  





  

    		2025-02-01 15:05:31.149605

    		3.2 ms

  





  

    		2025-02-01 16:05:33.851609

    		0.1 ms

  





  

    		2025-02-01 17:05:36.123876

    		-0.5 ms

  





  

    		2025-02-01 18:05:37.713016

    		0.7 ms

  





  

    		2025-02-01 19:05:40.899956

    		1.7 ms

  





  

    		2025-02-01 20:05:43.362108

    		0.2 ms

  





  

    		2025-02-01 21:05:45.824998

    		-2.6 ms

  





  

    		2025-02-01 22:05:47.984966

    		0.1 ms

  





  

    		2025-02-01 23:05:49.734618

    		-0.2 ms

  





  

    		2025-02-02 00:05:51.924693

    		-1.9 ms

  





  

    		2025-02-02 01:05:53.586004

    		-1.6 ms

  





  

    		2025-02-02 02:05:55.803722

    		-1.6 ms

  





  

    		2025-02-02 03:05:57.987128

    		-0.3 ms

  





  

    		2025-02-02 04:05:59.691174

    		0.8 ms

  





  

    		2025-02-02 05:06:01.645107

    		0.9 ms

  





  

    		2025-02-02 06:06:03.478024

    		1.8 ms

  





  

    		2025-02-02 07:06:05.20973

    		0.1 ms

  





  

    		2025-02-02 08:06:08.539448

    		2.4 ms

  





  

    		2025-02-02 09:06:10.806248

    		0.5 ms

  





  

    		2025-02-02 10:06:13.322154

    		0.0 ms

  





  

    		2025-02-02 11:06:15.09936

    		-1.4 ms

  





  

    		2025-02-02 12:06:16.882507

    		-0.6 ms

  





  

    		2025-02-02 13:06:19.029188

    		2.8 ms

  





  

    		2025-02-02 14:06:22.080397

    		-0.7 ms

  





  

    		2025-02-02 15:06:25.070211

    		0.6 ms

  





  

    		2025-02-02 16:06:26.831745

    		-1.3 ms

  





  

    		2025-02-02 17:06:28.884249

    		-2.6 ms

  





  

    		2025-02-02 18:06:30.856355

    		0.3 ms

  





  

    		2025-02-02 19:06:33.127994

    		-0.2 ms

  





  

    		2025-02-02 20:06:35.494752

    		0.5 ms

  





  

    		2025-02-02 21:06:37.918995

    		2.3 ms

  





  

    		2025-02-02 22:06:40.716776

    		2.3 ms

  





  

    		2025-02-02 23:06:44.385119

    		-0.3 ms

  





  

    		2025-02-03 00:06:46.715958

    		-1.1 ms

  





  

    		2025-02-03 01:06:48.956991

    		1.1 ms

  





  

    		2025-02-03 02:06:51.182607

    		-2.3 ms

  





  

    		2025-02-03 03:06:53.197566

    		1.9 ms

  





  

    		2025-02-03 04:06:56.73157

    		3.6 ms

  





  

    		2025-02-03 05:06:59.385441

    		2.0 ms

  





  

    		2025-02-03 06:07:01.974857

    		0.3 ms

  





  

    		2025-02-03 07:07:05.281383

    		0.3 ms

  





  

    		2025-02-03 08:07:07.965245

    		3.1 ms

  





  

    		2025-02-03 09:07:09.987149

    		2.0 ms

  





  

    		2025-02-03 10:07:11.556533

    		-0.6 ms

  





  

    		2025-02-03 11:07:13.202547

    		1.7 ms

  





  

    		2025-02-03 12:07:15.214027

    		0.3 ms

  





  

    		2025-02-03 13:07:17.893048

    		1.3 ms

  





  

    		2025-02-03 14:07:20.047067

    		1.3 ms

  





  

    		2025-02-03 15:07:22.52756

    		-0.7 ms

  





  

    		2025-02-03 16:07:24.76515

    		1.5 ms

  





  

    		2025-02-03 17:07:27.390105

    		1.6 ms

  





  

    		2025-02-03 18:07:30.722384

    		1.3 ms

  





  

    		2025-02-03 19:07:32.688556

    		1.0 ms

  





  

    		2025-02-03 20:07:35.060053

    		1.2 ms

  





  

    		2025-02-03 21:07:37.376638

    		2.1 ms

  





  

    		2025-02-03 22:07:39.276553

    		1.8 ms

  





  

    		2025-02-03 23:07:40.987339

    		-0.6 ms

  





  

    		2025-02-04 00:07:42.550844

    		0.8 ms

  





  

    		2025-02-04 01:07:44.846633

    		-2.8 ms

  





  

    		2025-02-04 02:07:47.295168

    		-3.2 ms

  





  

    		2025-02-04 03:07:48.998458

    		-3.5 ms

  





  

    		2025-02-04 04:07:50.514783

    		-0.7 ms

  





  

    		2025-02-04 05:07:52.585015

    		-0.8 ms

  





  

    		2025-02-04 06:07:54.336103

    		-0.2 ms

  





  

    		2025-02-04 07:07:56.947041

    		2.0 ms

  





  

    		2025-02-04 08:07:58.795203

    		0.7 ms

  





  

    		2025-02-04 09:08:00.535698

    		2.2 ms

  





  

    		2025-02-04 10:08:02.665207

    		-1.6 ms

  





  

    		2025-02-04 11:08:04.684203

    		2.8 ms

  





  

    		2025-02-04 12:08:06.672802

    		0.0 ms

  





  

    		2025-02-04 13:08:08.712853

    		-0.3 ms

  





  

    		2025-02-04 14:08:10.573139

    		-1.0 ms

  





  

    		2025-02-04 15:08:12.343933

    		-0.1 ms

  





  

    		2025-02-04 16:08:14.390233

    		1.3 ms

  





  

    		2025-02-04 17:08:16.575882

    		1.0 ms

  





  

    		2025-02-04 18:08:18.137538

    		-1.9 ms

  





  

    		2025-02-04 19:08:19.969913

    		1.4 ms

  





  

    		2025-02-04 20:08:22.511329

    		-1.0 ms

  





  

    		2025-02-04 21:08:24.970953

    		0.1 ms

  





  

    		2025-02-04 22:08:27.074984

    		0.9 ms

  





  

    		2025-02-04 23:08:29.25442

    		-2.9 ms

  





  

    		2025-02-05 00:08:32.68587

    		-2.1 ms

  





  

    		2025-02-05 01:08:34.31816

    		-6.4 ms

  





  

    		2025-02-05 02:08:36.656224

    		-0.9 ms

  





  

    		2025-02-05 03:08:39.039098

    		0.1 ms

  





  

    		2025-02-05 04:08:41.266032

    		-1.1 ms

  





  

    		2025-02-05 05:08:43.430852

    		-2.7 ms

  





  

    		2025-02-05 06:08:45.750551

    		-2.2 ms

  





  

    		2025-02-05 07:08:48.578117

    		-0.8 ms

  





  

    		2025-02-05 08:08:51.145749

    		-2.4 ms

  





  

    		2025-02-05 09:08:52.830246

    		3.7 ms

  





  

    		2025-02-05 10:08:55.25477

    		1.6 ms

  





  

    		2025-02-05 11:08:57.037309

    		1.4 ms

  





  

    		2025-02-05 12:08:58.601926

    		0.8 ms

  





  

    		2025-02-05 13:09:00.363293

    		1.5 ms

  





  

    		2025-02-05 14:09:02.448527

    		-0.6 ms

  





  

    		2025-02-05 15:09:04.211687

    		-0.7 ms

  





  

    		2025-02-05 16:09:06.285359

    		-0.7 ms

  





  

    		2025-02-05 17:09:07.96042

    		-0.1 ms

  





  

    		2025-02-05 18:09:11.048906

    		1.6 ms

  





  

    		2025-02-05 19:09:12.892237

    		3.4 ms

  





  

    		2025-02-05 20:09:15.273986

    		1.8 ms

  





  

    		2025-02-05 21:09:17.892839

    		-1.0 ms

  





  

    		2025-02-05 22:09:20.049806

    		-0.4 ms

  





  

    		2025-02-05 23:09:22.901467

    		1.3 ms

  





  

    		2025-02-06 00:09:25.061641

    		0.6 ms

  





  

    		2025-02-06 01:09:27.591759

    		-2.1 ms

  





  

    		2025-02-06 02:09:29.703489

    		-0.2 ms

  





  

    		2025-02-06 03:09:32.282988

    		-1.1 ms

  





  

    		2025-02-06 04:09:34.308161

    		-0.4 ms

  





  

    		2025-02-06 05:09:36.630497

    		0.7 ms

  





  

    		2025-02-06 06:09:38.929807

    		1.7 ms

  





  

    		2025-02-06 07:09:41.793704

    		-0.4 ms

  





  

    		2025-02-06 08:09:44.711537

    		0.2 ms

  





  

    		2025-02-06 09:09:47.398948

    		-0.4 ms

  





  

    		2025-02-06 10:09:48.884328

    		1.8 ms

  





  

    		2025-02-06 11:09:50.807509

    		1.0 ms

  





  

    		2025-02-06 12:09:52.288829

    		1.0 ms

  





  

    		2025-02-06 13:09:54.402029

    		-0.5 ms

  





  

    		2025-02-06 14:09:57.314394

    		3.3 ms

  





  

    		2025-02-06 15:09:59.234224

    		-0.1 ms

  





  

    		2025-02-06 16:10:00.698177

    		-1.0 ms

  





  

    		2025-02-06 17:10:04.0095

    		-1.3 ms

  





  

    		2025-02-06 18:10:06.338671

    		-2.7 ms

  





  

    		2025-02-06 19:10:08.931647

    		2.3 ms

  





  

    		2025-02-06 20:10:10.626247

    		-0.3 ms

  





  

    		2025-02-06 21:10:12.437599

    		-1.9 ms

  





  

    		2025-02-06 22:10:14.540406

    		0.2 ms

  





  

    		2025-02-06 23:10:16.185364

    		-3.7 ms

  





  

    		2025-02-07 00:10:18.180387

    		-3.3 ms

  





  

    		2025-02-07 01:10:20.217954

    		-1.6 ms

  





  

    		2025-02-07 02:10:22.263939

    		-0.1 ms

  





  

    		2025-02-07 03:10:24.493788

    		-0.4 ms

  





  

    		2025-02-07 04:10:26.379737

    		0.8 ms

  





  

    		2025-02-07 05:10:28.516811

    		0.9 ms

  





  

    		2025-02-07 06:10:30.810597

    		1.9 ms

  





  

    		2025-02-07 07:10:32.824241

    		1.3 ms

  





  

    		2025-02-07 08:10:35.767578

    		1.3 ms

  





  

    		2025-02-07 09:10:37.408804

    		-1.0 ms

  





  

    		2025-02-07 10:10:39.755419

    		-0.3 ms

  





  

    		2025-02-07 11:10:42.627907

    		-0.3 ms

  





  

    		2025-02-07 12:10:44.155861

    		-1.2 ms

  





  

    		2025-02-07 13:10:46.064811

    		1.9 ms

  





  

    		2025-02-07 14:10:47.904248

    		-0.6 ms

  





  

    		2025-02-07 15:10:49.830745

    		-0.3 ms

  





  

    		2025-02-07 16:10:51.401903

    		-0.9 ms

  





  

    		2025-02-07 17:10:53.410747

    		0.1 ms

  





  

    		2025-02-07 18:10:55.847081

    		2.0 ms

  





  

    		2025-02-07 19:10:58.248809

    		0.9 ms

  





  

    		2025-02-07 20:11:00.77281

    		-0.7 ms

  





  

    		2025-02-07 21:11:02.921537

    		2.9 ms

  





  

    		2025-02-07 22:11:05.525555

    		-3.6 ms

  





  

    		2025-02-07 23:11:07.280985

    		-5.8 ms

  





  

    		2025-02-08 00:11:10.000656

    		-3.6 ms

  





  

    		2025-02-08 01:11:12.393945

    		-1.4 ms

  





  

    		2025-02-08 02:11:14.628036

    		-1.7 ms

  





  

    		2025-02-08 03:11:16.519359

    		-1.0 ms

  





  

    		2025-02-08 04:11:18.95877

    		1.2 ms

  





  

    		2025-02-08 05:11:21.1367

    		-0.4 ms

  





  

    		2025-02-08 06:11:23.330982

    		-0.6 ms

  





  

    		2025-02-08 07:11:25.673101

    		0.3 ms

  





  

    		2025-02-08 08:11:28.07636

    		0.7 ms

  





  

    		2025-02-08 09:11:30.662256

    		1.3 ms

  





  

    		2025-02-08 10:11:33.042669

    		-0.7 ms

  





  

    		2025-02-08 11:11:35.097806

    		-0.6 ms

  





  

    		2025-02-08 12:11:37.68642

    		0.2 ms

  





  

    		2025-02-08 13:11:40.080672

    		1.0 ms

  





  

    		2025-02-08 14:11:41.599527

    		0.8 ms

  





  

    		2025-02-08 15:11:43.251272

    		1.6 ms

  





  

    		2025-02-08 16:11:46.112088

    		2.5 ms

  





  

    		2025-02-08 17:11:48.181469

    		-0.1 ms

  





  

    		2025-02-08 18:11:52.311988

    		-0.4 ms

  





  

    		2025-02-08 19:11:55.063026

    		-0.3 ms

  





  

    		2025-02-08 20:11:57.354465

    		1.6 ms

  





  

    		2025-02-08 21:11:59.812604

    		-0.4 ms

  





  

    		2025-02-08 22:12:02.328382

    		-0.6 ms

  





  

    		2025-02-08 23:12:04.410028

    		1.6 ms

  





  

    		2025-02-09 00:12:08.051151

    		0.5 ms

  





  

    		2025-02-09 01:12:10.288453

    		-1.9 ms

  





  

    		2025-02-09 02:12:12.57177

    		-1.2 ms

  





  

    		2025-02-09 03:12:15.345444

    		-0.8 ms

  





  

    		2025-02-09 04:12:17.444237

    		2.4 ms

  





  

    		2025-02-09 05:12:19.607061

    		1.0 ms

  





  

    		2025-02-09 06:12:22.288395

    		0.7 ms

  





  

    		2025-02-09 07:12:24.720938

    		-0.4 ms

  





  

    		2025-02-09 08:12:27.337789

    		-0.5 ms

  





  

    		2025-02-09 09:12:29.206396

    		0.0 ms

  





  

    		2025-02-09 10:12:30.729793

    		1.5 ms

  





  

    		2025-02-09 11:12:33.453838

    		2.0 ms

  





  

    		2025-02-09 12:12:35.197384

    		1.8 ms

  





  

    		2025-02-09 13:12:37.190592

    		0.5 ms

  





  

    		2025-02-09 14:12:39.658034

    		-1.0 ms

  





  

    		2025-02-09 15:12:43.038652

    		-0.5 ms

  





  

    		2025-02-09 16:12:45.786747

    		-0.2 ms

  





  

    		2025-02-09 17:12:48.201512

    		-0.2 ms

  





  

    		2025-02-09 18:12:50.338968

    		1.4 ms

  





  

    		2025-02-09 19:12:52.137135

    		0.8 ms

  





  

    		2025-02-09 20:12:54.431839

    		0.6 ms

  





  

    		2025-02-09 21:12:56.595329

    		-0.5 ms

  





  

    		2025-02-09 22:12:58.575957

    		1.8 ms

  





  

    		2025-02-09 23:13:00.747138

    		1.7 ms

  





  

    		2025-02-10 00:13:02.749667

    		-1.8 ms

  





  

    		2025-02-10 01:13:05.197049

    		0.1 ms

  





  

    		2025-02-10 02:13:07.322618

    		-1.0 ms

  





  

    		2025-02-10 03:13:09.434279

    		1.8 ms

  





  

    		2025-02-10 04:13:11.931443

    		-0.5 ms

  





  

    		2025-02-10 05:13:14.224469

    		1.7 ms

  





  

    		2025-02-10 06:13:16.394748

    		-1.4 ms

  





  

    		2025-02-10 07:13:18.688967

    		-0.5 ms

  





  

    		2025-02-10 08:13:20.833769

    		1.5 ms

  





  

    		2025-02-10 09:13:23.30356

    		0.7 ms

  





  

    		2025-02-10 10:13:25.444409

    		1.5 ms

  





  

    		2025-02-10 11:13:27.65336

    		0.5 ms

  





  

    		2025-02-10 12:13:30.027379

    		-0.2 ms

  





  

    		2025-02-10 13:13:31.916072

    		-1.0 ms

  





  

    		2025-02-10 14:13:33.708419

    		0.9 ms

  





  

    		2025-02-10 15:13:35.342512

    		0.6 ms

  





  

    		2025-02-10 16:13:37.719415

    		1.1 ms

  





  

    		2025-02-10 17:13:41.14121

    		0.2 ms

  





  

    		2025-02-10 18:13:43.912826

    		-4.5 ms

  





  

    		2025-02-10 19:13:46.703442

    		-2.0 ms

  





  

    		2025-02-10 20:13:49.370442

    		-0.2 ms

  





  

    		2025-02-10 21:13:52.323019

    		-2.6 ms

  





  

    		2025-02-10 22:13:54.871569

    		-1.3 ms

  





  

    		2025-02-10 23:13:56.661744

    		0.2 ms

  





  

    		2025-02-11 00:13:58.386066

    		1.7 ms

  





  

    		2025-02-11 01:14:00.274757

    		10.4 ms

  





  

    		2025-02-11 02:14:02.196785

    		14.2 ms

  





  

    		2025-02-11 03:14:03.879334

    		-0.2 ms

  





  

    		2025-02-11 04:14:05.560045

    		-1.0 ms

  





  

    		2025-02-11 05:14:07.858816

    		-1.5 ms

  





  

    		2025-02-11 06:14:09.63334

    		1.6 ms

  





  

    		2025-02-11 07:14:11.931207

    		0.3 ms

  





  

    		2025-02-11 08:14:13.635807

    		0.1 ms

  





  

    		2025-02-11 09:14:16.01587

    		2.2 ms

  





  

    		2025-02-11 10:14:17.652456

    		1.8 ms

  





  

    		2025-02-11 11:14:19.238205

    		1.3 ms

  





  

    		2025-02-11 12:14:21.316678

    		1.1 ms

  





  

    		2025-02-11 13:14:23.139052

    		1.2 ms

  





  

    		2025-02-11 14:14:24.990297

    		1.8 ms

  





  

    		2025-02-11 15:14:26.803123

    		2.2 ms

  





  

    		2025-02-11 16:14:28.926327

    		-0.3 ms

  





  

    		2025-02-11 17:14:31.449258

    		1.0 ms

  





  

    		2025-02-11 18:14:33.615126

    		-0.7 ms

  





  

    		2025-02-11 19:14:35.221557

    		-3.7 ms

  





  

    		2025-02-11 20:14:37.856505

    		1.6 ms

  





  

    		2025-02-11 21:14:40.064052

    		-0.8 ms

  





  

    		2025-02-11 22:14:42.05241

    		0.3 ms

  





  

    		2025-02-11 23:14:44.385713

    		-1.0 ms

  





  

    		2025-02-12 00:14:46.420459

    		-1.2 ms

  





  

    		2025-02-12 01:14:48.771801

    		1.5 ms

  





  

    		2025-02-12 02:14:51.079106

    		1.6 ms

  





  

    		2025-02-12 03:14:53.470283

    		0.8 ms

  





  

    		2025-02-12 04:14:55.792535

    		1.3 ms

  





  

    		2025-02-12 05:14:58.225743

    		1.7 ms

  





  

    		2025-02-12 06:15:00.539817

    		0.7 ms

  





  

    		2025-02-12 07:15:03.020053

    		-0.5 ms

  





  

    		2025-02-12 08:15:04.96273

    		0.5 ms

  





  

    		2025-02-12 09:15:06.886914

    		3.0 ms

  





  

    		2025-02-12 10:15:09.679791

    		9.6 ms

  





  

    		2025-02-12 11:15:11.547043

    		1.1 ms

  





  

    		2025-02-12 12:15:13.772208

    		2.9 ms

  





  

    		2025-02-12 13:15:15.546766

    		1.6 ms

  





  

    		2025-02-12 14:15:17.162892

    		1.1 ms

  





  

    		2025-02-12 15:15:19.483735

    		1.0 ms

  





  

    		2025-02-12 16:15:21.528057

    		-0.1 ms

  





  

    		2025-02-12 17:15:23.337754

    		-1.2 ms

  





  

    		2025-02-12 18:15:26.325219

    		0.4 ms

  





  

    		2025-02-12 19:15:28.761394

    		1.7 ms

  





  

    		2025-02-12 20:15:31.781977

    		-1.7 ms

  





  

    		2025-02-12 21:15:34.123505

    		-0.3 ms

  





  

    		2025-02-12 22:15:36.844912

    		0.3 ms

  





  

    		2025-02-12 23:15:39.330961

    		-0.3 ms

  





  

    		2025-02-13 00:15:41.378023

    		-0.4 ms

  





  

    		2025-02-13 01:15:43.465612

    		2.1 ms

  





  

    		2025-02-13 02:15:45.193035

    		-0.7 ms

  





  

    		2025-02-13 03:15:47.349943

    		1.3 ms

  





  

    		2025-02-13 04:15:49.282785

    		1.3 ms

  





  

    		2025-02-13 05:15:51.374489

    		-0.4 ms

  





  

    		2025-02-13 06:15:53.648806

    		0.4 ms

  





  

    		2025-02-13 07:15:55.399007

    		2.5 ms

  





  

    		2025-02-13 08:15:57.537632

    		2.3 ms

  





  

    		2025-02-13 09:15:59.383654

    		1.2 ms

  





  

    		2025-02-13 10:16:01.22833

    		-0.4 ms

  





  

    		2025-02-13 11:16:03.621018

    		-1.0 ms

  





  

    		2025-02-13 12:16:05.675776

    		-0.8 ms

  





  

    		2025-02-13 13:16:07.303987

    		-0.4 ms

  





  

    		2025-02-13 14:16:09.644114

    		1.5 ms

  





  

    		2025-02-13 15:16:11.321907

    		-0.5 ms

  





  

    		2025-02-13 16:16:13.500315

    		0.7 ms

  





  

    		2025-02-13 17:16:16.464625

    		-1.3 ms

  





  

    		2025-02-13 18:16:19.259518

    		-1.1 ms

  





  

    		2025-02-13 19:16:21.832679

    		-0.5 ms

  





  

    		2025-02-13 20:16:23.918506

    		1.4 ms

  





  

    		2025-02-13 21:16:26.144642

    		-1.2 ms

  





  

    		2025-02-13 22:16:28.577412

    		1.1 ms

  





  

    		2025-02-13 23:16:30.687576

    		1.1 ms

  





  

    		2025-02-14 00:16:33.142375

    		-0.2 ms

  





  

    		2025-02-14 01:16:35.871723

    		-1.0 ms

  





  

    		2025-02-14 02:16:38.137164

    		0.7 ms

  





  

    		2025-02-14 03:16:40.682966

    		-0.6 ms

  





  

    		2025-02-14 04:16:42.980358

    		0.0 ms

  





  

    		2025-02-14 05:16:44.733374

    		-1.2 ms

  





  

    		2025-02-14 06:16:46.978472

    		1.5 ms

  





  

    		2025-02-14 07:16:48.936077

    		3.6 ms

  





  

    		2025-02-14 08:16:51.650352

    		1.6 ms

  





  

    		2025-02-14 09:16:53.525368

    		-0.2 ms

  





  

    		2025-02-14 10:16:55.618876

    		1.8 ms

  





  

    		2025-02-14 11:16:57.580866

    		0.3 ms

  





  

    		2025-02-14 12:16:59.458832

    		1.8 ms

  





  

    		2025-02-14 13:17:02.220888

    		0.4 ms

  





  

    		2025-02-14 14:17:04.300473

    		2.3 ms

  





  

    		2025-02-14 15:17:05.955666

    		0.1 ms

  





  

    		2025-02-14 16:17:09.008628

    		1.3 ms

  





  

    		2025-02-14 17:17:11.585227

    		-0.2 ms

  





  

    		2025-02-14 18:17:14.254774

    		1.8 ms

  





  

    		2025-02-14 19:17:16.438627

    		-0.6 ms

  





  

    		2025-02-14 20:17:19.030491

    		-0.4 ms

  





  

    		2025-02-14 21:17:21.160766

    		1.1 ms

  





  

    		2025-02-14 22:17:23.729715

    		1.1 ms

  





  

    		2025-02-14 23:17:25.995243

    		1.3 ms

  





  

    		2025-02-15 00:17:28.585859

    		-2.1 ms

  





  

    		2025-02-15 01:17:30.950629

    		1.1 ms

  





  

    		2025-02-15 02:17:32.700898

    		-1.1 ms

  





  

    		2025-02-15 03:17:35.236378

    		1.8 ms

  





  

    		2025-02-15 04:17:37.442382

    		0.1 ms

  





  

    		2025-02-15 05:17:39.73194

    		-0.7 ms

  





  

    		2025-02-15 06:17:41.975829

    		1.6 ms

  





  

    		2025-02-15 07:17:43.709837

    		2.2 ms

  





  

    		2025-02-15 08:17:46.061375

    		-0.1 ms

  





  

    		2025-02-15 09:17:48.400553

    		1.4 ms

  





  

    		2025-02-15 10:17:50.292561

    		-0.8 ms

  





  

    		2025-02-15 11:17:52.689915

    		1.0 ms

  





  

    		2025-02-15 12:17:54.880648

    		1.7 ms

  





  

    		2025-02-15 13:17:56.657811

    		1.1 ms

  





  

    		2025-02-15 14:17:59.156101

    		-0.1 ms

  





  

    		2025-02-15 15:18:02.658821

    		0.8 ms

  





  

    		2025-02-15 16:18:05.16415

    		0.7 ms

  





  

    		2025-02-15 17:18:06.873328

    		1.7 ms

  





  

    		2025-02-15 18:18:09.350211

    		-0.7 ms

  





  

    		2025-02-15 19:18:11.998491

    		-0.9 ms

  





  

    		2025-02-15 20:18:14.163636

    		-1.3 ms

  





  

    		2025-02-15 21:18:16.064212

    		0.8 ms

  





  

    		2025-02-15 22:18:17.732969

    		-1.2 ms

  





  

    		2025-02-15 23:18:20.121639

    		1.1 ms

  





  

    		2025-02-16 00:18:23.27575

    		0.5 ms

  





  

    		2025-02-16 01:18:25.393606

    		-1.4 ms

  





  

    		2025-02-16 02:18:28.532772

    		-1.3 ms

  





  

    		2025-02-16 03:18:31.12781

    		-1.1 ms

  





  

    		2025-02-16 04:18:33.341865

    		-1.8 ms

  





  

    		2025-02-16 05:18:35.641418

    		-2.5 ms

  





  

    		2025-02-16 06:18:38.234886

    		-0.5 ms

  





  

    		2025-02-16 07:18:41.606969

    		0.6 ms

  





  

    		2025-02-16 08:18:44.346012

    		-0.6 ms

  





  

    		2025-02-16 09:18:46.592859

    		2.3 ms

  





  

    		2025-02-16 10:18:48.739496

    		0.7 ms

  





  

    		2025-02-16 11:18:50.4488

    		2.9 ms

  





  

    		2025-02-16 12:18:52.482389

    		1.5 ms

  





  

    		2025-02-16 13:18:55.418307

    		-1.2 ms

  





  

    		2025-02-16 14:18:57.437152

    		-0.9 ms

  





  

    		2025-02-16 15:19:00.463524

    		-0.5 ms

  





  

    		2025-02-16 16:19:03.100957

    		1.8 ms

  





  

    		2025-02-16 17:19:04.73711

    		1.3 ms

  





  

    		2025-02-16 18:19:06.494305

    		1.5 ms

  





  

    		2025-02-16 19:19:08.225831

    		1.9 ms

  





  

    		2025-02-16 20:19:10.728733

    		0.6 ms

  





  

    		2025-02-16 21:19:13.207895

    		0.7 ms

  





  

    		2025-02-16 22:19:15.977661

    		0.0 ms

  





  

    		2025-02-16 23:19:18.6261

    		1.5 ms

  





  

    		2025-02-17 00:19:20.62121

    		-1.1 ms

  





  

    		2025-02-17 01:19:22.723864

    		-1.8 ms

  





  

    		2025-02-17 02:19:24.826601

    		-0.9 ms

  





  

    		2025-02-17 03:19:26.649785

    		-0.7 ms

  





  

    		2025-02-17 04:19:28.630014

    		0.7 ms

  





  

    		2025-02-17 05:19:30.607864

    		0.2 ms

  





  

    		2025-02-17 06:19:33.759037

    		1.1 ms

  





  

    		2025-02-17 07:19:36.286409

    		1.6 ms

  





  

    		2025-02-17 08:19:38.562662

    		-0.1 ms

  





  

    		2025-02-17 09:19:40.318825

    		1.4 ms

  





  

    		2025-02-17 10:19:41.977581

    		2.5 ms

  





  

    		2025-02-17 11:19:44.048395

    		-0.2 ms

  





  

    		2025-02-17 12:19:45.578185

    		0.1 ms

  





  

    		2025-02-17 13:19:47.21144

    		2.0 ms

  





  

    		2025-02-17 14:19:48.862928

    		-0.1 ms

  





  

    		2025-02-17 15:19:50.483196

    		2.0 ms

  





  

    		2025-02-17 16:19:52.312169

    		-0.4 ms

  





  

    		2025-02-17 17:19:53.880515

    		2.2 ms

  





  

    		2025-02-17 18:19:56.268407

    		1.5 ms

  





  

    		2025-02-17 19:19:58.419703

    		1.4 ms

  





  

    		2025-02-17 20:20:02.028361

    		-1.1 ms

  





  

    		2025-02-17 21:20:04.549692

    		1.5 ms

  





  

    		2025-02-17 22:20:07.406383

    		-2.2 ms

  





  

    		2025-02-17 23:20:09.953076

    		-1.6 ms

  





  

    		2025-02-18 00:20:12.264421

    		-1.3 ms

  





  

    		2025-02-18 01:20:14.635563

    		0.3 ms

  





  

    		2025-02-18 02:20:16.641309

    		-0.6 ms

  





  

    		2025-02-18 03:20:19.013154

    		-0.3 ms

  





  

    		2025-02-18 04:20:20.605262

    		-0.5 ms

  





  

    		2025-02-18 05:20:22.440167

    		3.6 ms

  





  

    		2025-02-18 06:20:24.970379

    		1.4 ms

  





  

    		2025-02-18 07:20:27.465497

    		0.8 ms

  





  

    		2025-02-18 08:20:29.155812

    		1.8 ms

  





  

    		2025-02-18 09:20:30.908384

    		-0.1 ms

  





  

    		2025-02-18 10:20:32.907908

    		0.7 ms

  





  

    		2025-02-18 11:20:34.763127

    		1.3 ms

  





  

    		2025-02-18 12:20:37.025526

    		0.6 ms

  





  

    		2025-02-18 13:20:38.559636

    		2.2 ms

  





  

    		2025-02-18 14:20:40.512633

    		2.3 ms

  





  

    		2025-02-18 15:20:42.508616

    		1.9 ms

  





  

    		2025-02-18 16:20:45.092479

    		-1.2 ms

  





  

    		2025-02-18 17:20:47.009289

    		-0.9 ms

  





  

    		2025-02-18 18:20:48.896303

    		0.7 ms

  





  

    		2025-02-18 19:20:50.773706

    		-0.4 ms

  





  

    		2025-02-18 20:20:52.91078

    		1.1 ms

  





  

    		2025-02-18 21:20:54.692589

    		-1.6 ms

  





  

    		2025-02-18 22:20:56.809619

    		1.4 ms

  





  

    		2025-02-18 23:20:59.002603

    		-0.8 ms

  





  

    		2025-02-19 00:21:01.292615

    		0.0 ms

  





  

    		2025-02-19 01:21:03.352078

    		-0.6 ms

  





  

    		2025-02-19 02:21:05.737668

    		1.4 ms

  





  

    		2025-02-19 03:21:07.92795

    		-0.4 ms

  





  

    		2025-02-19 04:21:09.91297

    		-1.5 ms

  





  

    		2025-02-19 05:21:12.164428

    		-1.5 ms

  





  

    		2025-02-19 06:21:14.411686

    		-0.2 ms

  





  

    		2025-02-19 07:21:16.943311

    		-0.6 ms

  





  

    		2025-02-19 08:21:18.928307

    		3.9 ms

  





  

    		2025-02-19 09:21:21.369829

    		3.3 ms

  





  

    		2025-02-19 10:21:23.450469

    		-0.6 ms

  





  

    		2025-02-19 11:21:25.173699

    		0.4 ms

  





  

    		2025-02-19 12:21:26.997343

    		2.0 ms

  





  

    		2025-02-19 13:21:28.729413

    		-23.5 ms

  





  

    		2025-02-19 14:21:30.241288

    		-0.4 ms

  





  

    		2025-02-19 15:21:32.017429

    		-1.3 ms

  





  

    		2025-02-19 16:21:34.373299

    		-2.4 ms

  





  

    		2025-02-19 17:21:36.148671

    		-3.0 ms

  





  

    		2025-02-19 18:21:38.902365

    		0.6 ms

  





  

    		2025-02-19 19:21:41.388562

    		2.9 ms

  





  

    		2025-02-19 20:21:43.121766

    		2.4 ms

  





  

    		2025-02-19 21:21:45.013611

    		2.4 ms

  





  

    		2025-02-19 22:21:46.874202

    		1.3 ms

  





  

    		2025-02-19 23:21:48.849501

    		-4.3 ms

  





  

    		2025-02-20 00:21:51.512453

    		-1.7 ms

  





  

    		2025-02-20 01:21:54.073495

    		-1.9 ms

  





  

    		2025-02-20 02:21:55.89639

    		-2.3 ms

  





  

    		2025-02-20 03:21:58.024937

    		-1.9 ms

  





  

    		2025-02-20 04:22:00.299897

    		-1.0 ms

  





  

    		2025-02-20 05:22:02.611155

    		1.5 ms

  





  

    		2025-02-20 06:22:04.641475

    		2.2 ms

  





  

    		2025-02-20 07:22:07.223194

    		0.5 ms

  





  

    		2025-02-20 08:22:09.452586

    		0.5 ms

  





  

    		2025-02-20 09:22:10.970609

    		-0.4 ms

  





  

    		2025-02-20 10:22:13.900291

    		-0.9 ms

  





  

    		2025-02-20 11:22:15.716202

    		-2.3 ms

  





  

    		2025-02-20 12:22:18.622555

    		-1.1 ms

  





  

    		2025-02-20 13:22:21.020838

    		-1.7 ms

  





  

    		2025-02-20 14:22:23.638202

    		-0.4 ms

  





  

    		2025-02-20 15:22:25.687466

    		-2.9 ms

  





  

    		2025-02-20 16:22:27.525559

    		1.4 ms

  





  

    		2025-02-20 17:22:29.818935

    		-0.5 ms

  





  

    		2025-02-20 18:22:32.3317

    		0.4 ms

  





  

    		2025-02-20 19:22:34.653646

    		4.2 ms

  





  

    		2025-02-20 20:22:36.336882

    		2.3 ms

  





  

    		2025-02-20 21:22:38.204169

    		0.8 ms

  





  

    		2025-02-20 22:22:40.018666

    		-2.9 ms

  





  

    		2025-02-20 23:22:41.939975

    		-2.9 ms

  





  

    		2025-02-21 00:22:44.284012

    		3.2 ms

  





  

    		2025-02-21 01:22:46.022251

    		3.3 ms

  





  

    		2025-02-21 02:22:48.231387

    		2.1 ms

  





  

    		2025-02-21 03:22:50.264654

    		0.3 ms

  





  

    		2025-02-21 04:22:52.793995

    		1.6 ms

  





  

    		2025-02-21 05:22:54.80274

    		-1.3 ms

  





  

    		2025-02-21 06:22:57.177871

    		0.7 ms

  





  

    		2025-02-21 07:22:59.872177

    		-0.2 ms

  





  

    		2025-02-21 08:23:02.09011

    		-1.2 ms

  





  

    		2025-02-21 09:23:04.501993

    		-0.3 ms

  





  

    		2025-02-21 10:23:06.757296

    		-1.4 ms

  





  

    		2025-02-21 11:23:08.213612

    		-0.5 ms

  





  

    		2025-02-21 12:23:10.700132

    		2.4 ms

  





  

    		2025-02-21 13:23:13.348582

    		-0.8 ms

  





  

    		2025-02-21 14:23:15.380601

    		0.6 ms

  





  

    		2025-02-21 15:23:17.10951

    		-1.2 ms

  





  

    		2025-02-21 16:23:20.035667

    		-2.0 ms

  





  

    		2025-02-21 17:23:22.196655

    		1.7 ms

  





  

    		2025-02-21 18:23:25.081791

    		2.1 ms

  





  

    		2025-02-21 19:23:26.768716

    		2.3 ms

  





  

    		2025-02-21 20:23:28.960892

    		-5.8 ms

  





  

    		2025-02-21 21:23:30.60415

    		-0.2 ms

  





  

    		2025-02-21 22:23:32.910227

    		-1.2 ms

  





  

    		2025-02-21 23:23:35.203543

    		-1.4 ms

  





  

    		2025-02-22 00:23:37.180402

    		-1.4 ms

  





  

    		2025-02-22 01:23:39.099586

    		-1.7 ms

  





  

    		2025-02-22 02:23:41.37351

    		-1.6 ms

  





  

    		2025-02-22 03:23:43.581725

    		0.1 ms

  





  

    		2025-02-22 04:23:45.422015

    		0.6 ms

  





  

    		2025-02-22 05:23:47.981245

    		-0.9 ms

  





  

    		2025-02-22 06:23:50.30173

    		1.3 ms

  





  

    		2025-02-22 07:23:52.8937

    		-0.7 ms

  





  

    		2025-02-22 08:23:55.258456

    		1.2 ms

  





  

    		2025-02-22 09:23:57.035072

    		3.1 ms

  





  

    		2025-02-22 10:23:59.8375

    		-1.0 ms

  





  

    		2025-02-22 11:24:01.723603

    		0.3 ms

  





  

    		2025-02-22 12:24:03.610062

    		4.1 ms

  





  

    		2025-02-22 13:24:05.869448

    		0.0 ms

  





  

    		2025-02-22 14:24:07.58255

    		-0.2 ms

  





  

    		2025-02-22 15:24:10.44088

    		1.4 ms

  





  

    		2025-02-22 16:24:12.959484

    		-0.6 ms

  





  

    		2025-02-22 17:24:15.955034

    		1.3 ms

  





  

    		2025-02-22 18:24:18.584855

    		0.4 ms

  





  

    		2025-02-22 19:24:21.18007

    		1.0 ms

  





  

    		2025-02-22 20:24:23.499178

    		1.1 ms

  





  

    		2025-02-22 21:24:25.814736

    		-0.3 ms

  





  

    		2025-02-22 22:24:28.424089

    		-0.3 ms

  





  

    		2025-02-22 23:24:30.45804

    		1.3 ms

  





  

    		2025-02-23 00:24:32.740136

    		-1.2 ms

  





  

    		2025-02-23 01:24:34.726511

    		-1.4 ms

  





  

    		2025-02-23 02:24:37.005007

    		0.3 ms

  





  

    		2025-02-23 03:24:39.235582

    		-0.1 ms

  





  

    		2025-02-23 04:24:41.24657

    		1.2 ms

  





  

    		2025-02-23 05:24:43.543281

    		-1.0 ms

  





  

    		2025-02-23 06:24:45.435553

    		0.6 ms

  





  

    		2025-02-23 07:24:47.874063

    		-0.1 ms

  





  

    		2025-02-23 08:24:50.380732

    		0.9 ms

  





  

    		2025-02-23 09:24:52.094958

    		0.3 ms

  





  

    		2025-02-23 10:24:53.989118

    		3.3 ms

  





  

    		2025-02-23 11:24:56.372522

    		1.7 ms

  





  

    		2025-02-23 12:24:58.01262

    		0.9 ms

  





  

    		2025-02-23 13:24:59.623593

    		-0.5 ms

  





  

    		2025-02-23 14:25:02.066956

    		1.5 ms

  





  

    		2025-02-23 15:25:04.041528

    		-0.7 ms

  





  

    		2025-02-23 16:25:06.598354

    		-1.8 ms

  





  

    		2025-02-23 17:25:09.215125

    		-3.3 ms

  





  

    		2025-02-23 18:25:11.794541

    		-0.9 ms

  





  

    		2025-02-23 19:25:14.677208

    		-0.8 ms

  





  

    		2025-02-23 20:25:17.046169

    		1.1 ms

  





  

    		2025-02-23 21:25:19.555082

    		-0.7 ms

  





  

    		2025-02-23 22:25:21.924283

    		-1.2 ms

  





  

    		2025-02-23 23:25:24.135777

    		-1.4 ms

  





  

    		2025-02-24 00:25:26.192481

    		-2.0 ms

  





  

    		2025-02-24 01:25:28.218393

    		1.4 ms

  





  

    		2025-02-24 02:25:30.701765

    		1.1 ms

  





  

    		2025-02-24 03:25:32.749379

    		-0.2 ms

  





  

    		2025-02-24 04:25:34.715973

    		-0.2 ms

  





  

    		2025-02-24 05:25:37.158207

    		-0.9 ms

  





  

    		2025-02-24 06:25:38.95535

    		1.2 ms

  





  

    		2025-02-24 07:25:41.378554

    		1.7 ms

  





  

    		2025-02-24 08:25:43.619201

    		-0.4 ms

  





  

    		2025-02-24 09:25:45.244793

    		-1.2 ms

  





  

    		2025-02-24 10:25:47.04813

    		0.7 ms

  





  

    		2025-02-24 11:25:49.021729

    		-0.3 ms

  





  

    		2025-02-24 12:25:51.03292

    		2.0 ms

  





  

    		2025-02-24 13:25:53.775889

    		-4.7 ms

  





  

    		2025-02-24 14:25:55.477083

    		-0.4 ms

  





  

    		2025-02-24 15:25:57.372047

    		-0.2 ms

  





  

    		2025-02-24 16:25:59.194679

    		2.1 ms

  





  

    		2025-02-24 17:26:01.378905

    		1.2 ms

  





  

    		2025-02-24 18:26:04.355955

    		-1.4 ms

  





  

    		2025-02-24 19:26:06.929863

    		6.8 ms

  





  

    		2025-02-24 20:26:09.496799

    		9.2 ms

  





  

    		2025-02-24 21:26:11.147736

    		-1.9 ms

  





  

    		2025-02-24 22:26:14.012124

    		-1.1 ms

  





  

    		2025-02-24 23:26:16.213131

    		-1.6 ms

  





  

    		2025-02-25 00:26:17.867189

    		-1.9 ms

  





  

    		2025-02-25 01:26:20.41574

    		0.2 ms

  





  

    		2025-02-25 02:26:22.301475

    		-1.2 ms

  





  

    		2025-02-25 03:26:24.481216

    		-1.0 ms

  





  

    		2025-02-25 04:26:26.70803

    		0.9 ms

  





  

    		2025-02-25 05:26:28.587497

    		-0.1 ms

  





  

    		2025-02-25 06:26:30.939181

    		-1.6 ms

  





  

    		2025-02-25 07:26:32.955256

    		2.0 ms

  





  

    		2025-02-25 08:26:35.169272

    		9.1 ms

  





  

    		2025-02-25 09:26:36.648678

    		-0.8 ms

  





  

    		2025-02-25 10:26:38.362369

    		-0.5 ms

  





  

    		2025-02-25 11:26:40.034224

    		1.4 ms

  





  

    		2025-02-25 12:26:41.483755

    		1.0 ms

  





  

    		2025-02-25 13:26:43.720244

    		0.3 ms

  





  

    		2025-02-25 14:26:45.684426

    		0.6 ms

  





  

    		2025-02-25 15:26:47.580574

    		2.1 ms

  





  

    		2025-02-25 16:26:49.442365

    		3.8 ms

  





  

    		2025-02-25 17:26:51.964686

    		3.3 ms

  





  

    		2025-02-25 18:26:54.52991

    		-2.0 ms

  





  

    		2025-02-25 19:26:57.036166

    		-1.6 ms

  





  

    		2025-02-25 20:26:59.231977

    		-5.8 ms

  





  

    		2025-02-25 21:27:01.119927

    		1.3 ms

  





  

    		2025-02-25 22:27:03.372271

    		-0.3 ms

  





  

    		2025-02-25 23:27:05.342626

    		-2.2 ms

  





  

    		2025-02-26 00:27:06.938344

    		-1.9 ms

  





  

    		2025-02-26 01:27:08.810804

    		-1.1 ms

  





  

    		2025-02-26 02:27:10.582903

    		0.2 ms

  





  

    		2025-02-26 03:27:12.625718

    		-2.0 ms

  





  

    		2025-02-26 04:27:14.301961

    		0.4 ms

  





  

    		2025-02-26 05:27:16.504132

    		-1.3 ms

  





  

    		2025-02-26 06:27:19.12757

    		-2.2 ms

  





  

    		2025-02-26 07:27:21.674125

    		1.6 ms

  





  

    		2025-02-26 08:27:23.16084

    		2.1 ms

  





  

    		2025-02-26 09:27:24.899446

    		7.3 ms

  





  

    		2025-02-26 10:27:26.434743

    		1.4 ms

  





  

    		2025-02-26 11:27:28.117119

    		-0.9 ms

  





  

    		2025-02-26 12:27:29.759495

    		0.2 ms

  





  

    		2025-02-26 13:27:31.16277

    		-1.9 ms

  





  

    		2025-02-26 14:27:32.676704

    		6.0 ms

  





  

    		2025-02-26 15:27:34.224383

    		1.4 ms

  





  

    		2025-02-26 16:27:35.711211

    		-2.9 ms

  





  

    		2025-02-26 17:27:38.312419

    		0.4 ms

  





  

    		2025-02-26 18:27:40.614212

    		3.9 ms

  





  

    		2025-02-26 19:27:42.880063

    		1.6 ms

  





  

    		2025-02-26 20:27:45.267389

    		-0.1 ms

  





  

    		2025-02-26 21:27:46.961477

    		0.7 ms

  





  

    		2025-02-26 22:27:48.940144

    		0.5 ms

  





  

    		2025-02-26 23:27:51.08566

    		-1.0 ms

  





  

    		2025-02-27 00:27:53.326687

    		-0.5 ms

  





  

    		2025-02-27 01:27:55.22866

    		-1.1 ms

  





  

    		2025-02-27 02:27:57.381068

    		-1.5 ms

  





  

    		2025-02-27 03:27:59.452001

    		0.8 ms

  





  

    		2025-02-27 04:28:01.291816

    		-2.3 ms

  





  

    		2025-02-27 05:28:02.771092

    		-0.2 ms

  





  

    		2025-02-27 06:28:05.065349

    		0.7 ms

  





  

    		2025-02-27 07:28:06.894011

    		1.4 ms

  





  

    		2025-02-27 08:28:09.258516

    		0.6 ms

  





  

    		2025-02-27 09:28:12.037924

    		1.4 ms

  





  

    		2025-02-27 10:28:13.876964

    		3.7 ms

  





  

    		2025-02-27 11:28:15.94062

    		-0.4 ms

  





  

    		2025-02-27 12:28:18.053751

    		-1.2 ms

  





  

    		2025-02-27 13:28:20.042956

    		-2.5 ms

  





  

    		2025-02-27 14:28:21.80573

    		-1.4 ms

  





  

    		2025-02-27 15:28:24.158956

    		0.2 ms

  





  

    		2025-02-27 16:28:25.874376

    		-0.7 ms

  





  

    		2025-02-27 17:28:28.151852

    		1.7 ms

  





  

    		2025-02-27 18:28:30.957935

    		-0.7 ms

  





  

    		2025-02-27 19:28:34.231702

    		-1.7 ms

  





  

    		2025-02-27 20:28:37.5338

    		-0.9 ms

  





  

    		2025-02-27 21:28:39.864846

    		-0.3 ms

  





  

    		2025-02-27 22:28:42.351553

    		-0.4 ms

  





  

    		2025-02-27 23:28:44.205408

    		-2.3 ms

  





  

    		2025-02-28 00:28:46.71503

    		-1.9 ms

  





  

    		2025-02-28 01:28:49.054533

    		1.0 ms

  





  

    		2025-02-28 02:28:51.068133

    		-0.6 ms

  





  

    		2025-02-28 03:28:53.409642

    		-1.6 ms

  





  

    		2025-02-28 04:28:55.708849

    		1.1 ms

  





  

    		2025-02-28 05:28:58.506166

    		0.4 ms

  





  

    		2025-02-28 06:29:00.960508

    		-1.7 ms

  





  

    		2025-02-28 07:29:03.423357

    		0.1 ms

  





  

    		2025-02-28 08:29:05.359696

    		2.2 ms

  





  

    		2025-02-28 09:29:07.256504

    		2.1 ms

  





  

    		2025-02-28 10:29:08.928465

    		2.1 ms

  





  

    		2025-02-28 11:29:10.614753

    		1.4 ms

  





  

    		2025-02-28 12:29:12.883767

    		-0.1 ms

  





  

    		2025-02-28 13:29:14.864849

    		0.1 ms

  





  

    		2025-02-28 14:29:16.546771

    		-0.5 ms

  





  

    		2025-02-28 15:29:18.449286

    		-0.2 ms

  





  

    		2025-02-28 16:29:20.321605

    		1.8 ms

  





  

    		2025-02-28 17:29:22.305063

    		-0.5 ms

  





  

    		2025-02-28 18:29:24.911057

    		-0.2 ms

  





  

    		2025-02-28 19:29:27.228706

    		0.0 ms

  





  

    		2025-02-28 20:29:28.884455

    		-1.1 ms

  





  

    		2025-02-28 21:29:31.886347

    		-1.4 ms

  





  

    		2025-02-28 22:29:34.014731

    		-1.0 ms

  





  

    		2025-02-28 23:29:35.739205

    		1.3 ms

  





  

    		2025-03-01 00:29:38.232872

    		-1.1 ms

  





  

    		2025-03-01 01:29:40.056164

    		1.2 ms

  





  

    		2025-03-01 02:29:42.144812

    		1.3 ms

  





  

    		2025-03-01 03:29:44.165961

    		-1.4 ms

  





  

    		2025-03-01 04:29:46.362784

    		-0.6 ms

  





  

    		2025-03-01 05:29:48.566618

    		-1.1 ms

  





  

    		2025-03-01 06:29:50.629456

    		-0.5 ms

  





  

    		2025-03-01 07:29:52.460413

    		-0.1 ms

  





  

    		2025-03-01 08:29:54.125975

    		-0.3 ms

  





  

    		2025-03-01 09:29:55.865913

    		1.0 ms

  





  

    		2025-03-01 10:29:57.640871

    		-1.1 ms

  





  

    		2025-03-01 11:30:00.287045

    		-0.8 ms

  





  

    		2025-03-01 12:30:01.943913

    		1.0 ms

  





  

    		2025-03-01 13:30:04.977636

    		-0.4 ms

  





  

    		2025-03-01 14:30:08.178631

    		-0.9 ms

  





  

    		2025-03-01 15:30:10.323604

    		1.7 ms

  





  

    		2025-03-01 16:30:12.836492

    		0.4 ms

  





  

    		2025-03-01 17:30:15.105615

    		-0.7 ms

  





  

    		2025-03-01 18:30:18.139933

    		1.2 ms

  





  

    		2025-03-01 19:30:21.420855

    		0.5 ms

  





  

    		2025-03-01 20:30:23.40147

    		-1.8 ms

  





  

    		2025-03-01 21:30:25.577506

    		-0.5 ms

  





  

    		2025-03-01 22:30:27.897737

    		-2.3 ms

  





  

    		2025-03-01 23:30:30.405743

    		-2.1 ms

  





  

    		2025-03-02 00:30:32.583076

    		-1.9 ms

  





  

    		2025-03-02 01:30:34.675225

    		-2.6 ms

  





  

    		2025-03-02 02:30:36.898454

    		-0.9 ms

  





  

    		2025-03-02 03:30:39.083328

    		-1.6 ms

  





  

    		2025-03-02 04:30:40.814799

    		2.7 ms

  





  

    		2025-03-02 05:30:42.797596

    		-0.7 ms

  





  

    		2025-03-02 06:30:45.234314

    		-1.8 ms

  





  

    		2025-03-02 07:30:47.812749

    		0.0 ms

  





  

    		2025-03-02 08:30:49.44015

    		-0.8 ms

  





  

    		2025-03-02 09:30:51.217429

    		-0.3 ms

  





  

    		2025-03-02 10:30:53.696588

    		2.9 ms

  





  

    		2025-03-02 11:30:56.490835

    		1.4 ms

  





  

    		2025-03-02 12:30:58.863824

    		-0.9 ms

  





  

    		2025-03-02 13:31:00.749911

    		1.0 ms

  





  

    		2025-03-02 14:31:03.014128

    		-0.7 ms

  





  

    		2025-03-02 15:31:04.666084

    		1.2 ms

  





  

    		2025-03-02 16:31:07.182964

    		0.6 ms

  





  

    		2025-03-02 17:31:09.450685

    		0.3 ms

  





  

    		2025-03-02 18:31:12.838065

    		1.4 ms

  





  

    		2025-03-02 19:31:15.480198

    		3.4 ms

  





  

    		2025-03-02 20:31:17.779653

    		3.6 ms

  





  

    		2025-03-02 21:31:20.303711

    		-0.7 ms

  





  

    		2025-03-02 22:31:22.69204

    		-0.1 ms

  





  

    		2025-03-02 23:31:24.490619

    		-2.9 ms

  





  

    		2025-03-03 00:31:26.793036

    		-2.4 ms

  





  

    		2025-03-03 01:31:29.010331

    		-1.9 ms

  





  

    		2025-03-03 02:31:31.124067

    		0.3 ms

  





  

    		2025-03-03 03:31:33.33695

    		0.8 ms

  





  

    		2025-03-03 04:31:35.693724

    		-1.4 ms

  





  

    		2025-03-03 05:31:38.074133

    		-0.6 ms

  





  

    		2025-03-03 06:31:40.386103

    		-0.1 ms

  





  

    		2025-03-03 07:31:43.088843

    		1.2 ms

  





  

    		2025-03-03 08:31:46.521408

    		0.2 ms

  





  

    		2025-03-03 09:31:48.141448

    		-0.4 ms

  





  

    		2025-03-03 10:31:49.903908

    		1.0 ms

  





  

    		2025-03-03 11:31:51.745476

    		-0.7 ms

  





  

    		2025-03-03 12:31:54.192242

    		-0.4 ms

  





  

    		2025-03-03 13:31:56.547729

    		-1.6 ms

  





  

    		2025-03-03 14:31:58.177991

    		-0.9 ms

  





  

    		2025-03-03 15:31:59.780412

    		3.3 ms

  





  

    		2025-03-03 16:32:01.59295

    		1.4 ms

  





  

    		2025-03-03 17:32:03.402199

    		1.1 ms

  





  

    		2025-03-03 18:32:05.105612

    		0.0 ms

  





  

    		2025-03-03 19:32:06.717102

    		-2.9 ms

  





  

    		2025-03-03 20:32:08.904813

    		-0.2 ms

  





  

    		2025-03-03 21:32:12.091731

    		0.7 ms

  





  

    		2025-03-03 22:32:14.661028

    		1.6 ms

  





  

    		2025-03-03 23:32:16.377898

    		2.4 ms

  





  

    		2025-03-04 00:32:18.952385

    		-0.9 ms

  





  

    		2025-03-04 01:32:20.756714

    		-0.6 ms

  





  

    		2025-03-04 02:32:22.46361

    		-0.6 ms

  





  

    		2025-03-04 03:32:24.808562

    		-0.9 ms

  





  

    		2025-03-04 04:32:26.73949

    		-0.5 ms

  





  

    		2025-03-04 05:32:28.682189

    		-0.8 ms

  





  

    		2025-03-04 06:32:31.10206

    		1.6 ms

  





  

    		2025-03-04 07:32:33.026341

    		-6.4 ms

  





  

    		2025-03-04 08:32:34.596701

    		-0.6 ms

  





  

    		2025-03-04 09:32:36.306096

    		-0.3 ms

  





  

    		2025-03-04 10:32:37.897186

    		14.8 ms

  





  

    		2025-03-04 11:32:39.90886

    		-0.7 ms

  





  

    		2025-03-04 12:32:41.607556

    		0.2 ms

  





  

    		2025-03-04 13:32:43.908474

    		2.9 ms

  





  

    		2025-03-04 14:32:45.729131

    		1.3 ms

  





  

    		2025-03-04 15:32:47.514089

    		1.7 ms

  





  

    		2025-03-04 16:32:49.131351

    		0.1 ms

  





  

    		2025-03-04 17:32:50.893119

    		-1.1 ms

  





  

    		2025-03-04 18:32:53.024139

    		0.6 ms

  





  

    		2025-03-04 19:32:55.805594

    		-2.4 ms

  





  

    		2025-03-04 20:32:57.486747

    		1.3 ms

  





  

    		2025-03-04 21:33:00.464787

    		1.3 ms

  





  

    		2025-03-04 22:33:02.767759

    		2.0 ms

  





  

    		2025-03-04 23:33:05.144119

    		-0.8 ms

  





  

    		2025-03-05 00:33:07.040572

    		-0.8 ms

  





  

    		2025-03-05 01:33:08.782235

    		-1.4 ms

  





  

    		2025-03-05 02:33:10.909708

    		-0.9 ms

  





  

    		2025-03-05 03:33:12.702847

    		1.1 ms

  





  

    		2025-03-05 04:33:14.486086

    		0.9 ms

  





  

    		2025-03-05 05:33:16.254374

    		-1.1 ms

  





  

    		2025-03-05 06:33:18.288436

    		1.5 ms

  





  

    		2025-03-05 07:33:21.187428

    		-0.7 ms

  





  

    		2025-03-05 08:33:23.245385

    		1.1 ms

  





  

    		2025-03-05 09:33:25.131123

    		1.0 ms

  





  

    		2025-03-05 10:33:26.774237

    		0.0 ms

  





  

    		2025-03-05 11:33:28.644515

    		-0.7 ms

  





  

    		2025-03-05 12:33:30.412462

    		-0.7 ms

  





  

    		2025-03-05 13:33:32.150432

    		-0.5 ms

  





  

    		2025-03-05 14:33:34.065425

    		0.5 ms

  





  

    		2025-03-05 15:33:36.203611

    		0.1 ms

  





  

    		2025-03-05 16:33:38.180172

    		-2.9 ms

  





  

    		2025-03-05 17:33:40.073222

    		0.6 ms

  





  

    		2025-03-05 18:33:42.761035

    		0.7 ms

  





  

    		2025-03-05 19:33:44.721629

    		0.6 ms

  





  

    		2025-03-05 20:33:47.383309

    		0.3 ms

  





  

    		2025-03-05 21:33:49.814878

    		0.8 ms

  





  

    		2025-03-05 22:33:52.613885

    		-1.0 ms

  





  

    		2025-03-05 23:33:54.735946

    		-6.6 ms

  





  

    		2025-03-06 00:33:56.224613

    		-5.7 ms

  





  

    		2025-03-06 01:33:58.203194

    		-0.2 ms

  





  

    		2025-03-06 02:33:59.611405

    		1.8 ms

  





  

    		2025-03-06 03:34:01.279276

    		-1.3 ms

  





  

    		2025-03-06 04:34:02.706182

    		-1.2 ms

  





  

    		2025-03-06 05:34:05.041252

    		-1.3 ms

  





  

    		2025-03-06 06:34:07.411824

    		-1.0 ms

  





  

    		2025-03-06 07:34:10.120665

    		0.2 ms

  





  

    		2025-03-06 08:34:12.280826

    		2.5 ms

  





  

    		2025-03-06 09:34:14.124454

    		1.9 ms

  





  

    		2025-03-06 10:34:16.357861

    		-0.6 ms

  





  

    		2025-03-06 11:34:18.340961

    		-1.0 ms

  





  

    		2025-03-06 12:34:20.61221

    		1.5 ms

  





  

    		2025-03-06 13:34:22.747331

    		1.6 ms

  





  

    		2025-03-06 14:34:24.745055

    		0.7 ms

  





  

    		2025-03-06 15:34:26.421852

    		-0.8 ms

  





  

    		2025-03-06 16:34:28.651392

    		0.9 ms

  





  

    		2025-03-06 17:34:30.768795

    		-0.6 ms

  





  

    		2025-03-06 18:34:33.347177

    		-0.3 ms

  





  

    		2025-03-06 19:34:35.732067

    		-0.9 ms

  





  

    		2025-03-06 20:34:38.110763

    		-2.0 ms

  





  

    		2025-03-06 21:34:40.525818

    		0.3 ms

  





  

    		2025-03-06 22:34:42.611228

    		2.3 ms

  





  

    		2025-03-06 23:34:44.709129

    		2.1 ms

  





  

    		2025-03-07 00:34:46.925464

    		0.3 ms

  





  

    		2025-03-07 01:34:48.885638

    		-0.4 ms

  





  

    		2025-03-07 02:34:50.850209

    		0.4 ms

  





  

    		2025-03-07 03:34:53.324767

    		-1.9 ms

  





  

    		2025-03-07 04:34:54.944614

    		-0.6 ms

  





  

    		2025-03-07 05:34:56.704894

    		2.0 ms

  





  

    		2025-03-07 06:34:58.701856

    		0.4 ms

  





  

    		2025-03-07 07:35:00.119018

    		2.2 ms

  





  

    		2025-03-07 08:35:02.0804

    		0.9 ms

  





  

    		2025-03-07 09:35:04.644696

    		-0.4 ms

  





  

    		2025-03-07 10:35:07.242824

    		-2.1 ms

  





  

    		2025-03-07 11:35:09.237671

    		2.0 ms

  





  

    		2025-03-07 12:35:10.842448

    		3.5 ms

  





  

    		2025-03-07 13:35:13.024104

    		1.2 ms

  





  

    		2025-03-07 14:35:15.527193

    		-0.9 ms

  





  

    		2025-03-07 15:35:17.739749

    		2.6 ms

  





  

    		2025-03-07 16:35:20.872113

    		1.7 ms

  





  

    		2025-03-07 17:35:23.358944

    		0.8 ms

  





  

    		2025-03-07 18:35:24.94331

    		-1.4 ms

  





  

    		2025-03-07 19:35:28.037386

    		0.6 ms

  





  

    		2025-03-07 20:35:30.151647

    		3.4 ms

  





  

    		2025-03-07 21:35:32.573674

    		-0.8 ms

  





  

    		2025-03-07 22:35:34.630074

    		-0.2 ms

  





  

    		2025-03-07 23:35:36.272849

    		1.6 ms

  





  

    		2025-03-08 00:35:38.609246

    		-0.9 ms

  





  

    		2025-03-08 01:35:40.926187

    		-1.4 ms

  





  

    		2025-03-08 02:35:42.63998

    		-0.3 ms

  





  

    		2025-03-08 03:35:44.671469

    		-2.3 ms

  





  

    		2025-03-08 04:35:46.874439

    		-4.5 ms

  





  

    		2025-03-08 05:35:48.365741

    		-3.3 ms

  





  

    		2025-03-08 06:37:04.155933

    		-0.1 ms

  





  

    		2025-03-08 07:37:06.501034

    		2.6 ms

  





  

    		2025-03-08 08:37:09.142819

    		1.4 ms

  





  

    		2025-03-08 09:37:13.363074

    		1.1 ms

  





  

    		2025-03-08 10:37:16.660181

    		1.5 ms

  





  

    		2025-03-08 11:37:18.596751

    		1.2 ms

  





  

    		2025-03-08 12:37:21.962272

    		0.3 ms

  





  

    		2025-03-08 13:37:26.263263

    		1.2 ms

  





  

    		2025-03-08 14:37:30.190336

    		-0.6 ms

  





  

    		2025-03-08 15:37:33.289811

    		1.7 ms

  





  

    		2025-03-08 16:37:36.40238

    		-0.8 ms

  





  

    		2025-03-08 17:37:39.098271

    		1.5 ms

  





  

    		2025-03-08 18:37:40.830629

    		-0.5 ms

  





  

    		2025-03-08 19:37:43.624678

    		1.1 ms

  





  

    		2025-03-08 20:37:45.677813

    		0.7 ms

  





  

    		2025-03-08 21:37:48.327034

    		-1.2 ms

  





  

    		2025-03-08 22:37:50.958006

    		-0.1 ms

  





  

    		2025-03-08 23:37:53.482592

    		-0.4 ms

  





  

    		2025-03-09 00:37:55.268017

    		-2.0 ms

  





  

    		2025-03-09 01:37:57.558308

    		0.9 ms

  





  

    		2025-03-09 02:38:00.165652

    		-0.5 ms

  





  

    		2025-03-09 03:38:01.97828

    		-1.7 ms

  





  

    		2025-03-09 04:38:04.265771

    		-1.2 ms

  





  

    		2025-03-09 05:38:06.405445

    		1.6 ms

  





  

    		2025-03-09 06:38:08.617002

    		-0.5 ms

  





  

    		2025-03-09 07:38:10.354818

    		0.0 ms

  





  

    		2025-03-09 08:38:12.767111

    		0.6 ms

  





  

    		2025-03-09 09:38:15.074418

    		-0.2 ms

  





  

    		2025-03-09 10:38:16.694402

    		-1.4 ms

  





  

    		2025-03-09 11:38:19.735473

    		0.1 ms

  





  

    		2025-03-09 12:38:21.911026

    		-2.4 ms

  





  

    		2025-03-09 13:38:25.539169

    		1.6 ms

  





  

    		2025-03-09 14:38:28.042026

    		-1.2 ms

  





  

    		2025-03-09 15:38:29.904784

    		0.0 ms

  





  

    		2025-03-09 16:38:33.292694

    		-0.2 ms

  





  

    		2025-03-09 17:38:34.925875

    		-0.7 ms

  





  

    		2025-03-09 18:38:36.934466

    		3.7 ms

  





  

    		2025-03-09 19:38:40.626462

    		-1.5 ms

  





  

    		2025-03-09 20:38:43.357347

    		1.5 ms

  





  

    		2025-03-09 21:38:45.184202

    		-0.5 ms

  





  

    		2025-03-09 22:38:47.608266

    		-2.0 ms

  





  

    		2025-03-09 23:38:50.556022

    		-2.7 ms

  





  

    		2025-03-10 00:38:53.60157

    		0.9 ms

  





  

    		2025-03-10 01:38:56.487432

    		0.3 ms

  





  

    		2025-03-10 02:38:58.762101

    		-2.6 ms

  





  

    		2025-03-10 03:39:01.611788

    		0.8 ms

  





  

    		2025-03-10 04:39:03.939408

    		-0.3 ms

  





  

    		2025-03-10 05:39:06.114121

    		-1.1 ms

  





  

    		2025-03-10 06:39:08.59335

    		-0.1 ms

  





  

    		2025-03-10 07:39:10.403817

    		2.4 ms

  





  

    		2025-03-10 08:39:12.118169

    		3.1 ms

  





  

    		2025-03-10 09:39:14.025438

    		1.7 ms

  





  

    		2025-03-10 10:39:15.599745

    		8.3 ms

  





  

    		2025-03-10 11:39:17.232019

    		0.7 ms

  





  

    		2025-03-10 12:39:18.976968

    		2.4 ms

  





  

    		2025-03-10 13:39:20.67204

    		2.5 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-03-10 12:51:41.13 UTC

    		195.1.12.230

    		Camilla Pedersen (CP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 12:52:02.347 UTC

    		195.1.12.230

    		Camilla Pedersen (CP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.

  

  

    		2025-03-10 12:52:28.963 UTC

    		78.70.182.10

    		Henrik Henriksson (HH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 12:52:56.177 UTC

    		78.70.182.10

    		Henrik Henriksson (HH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.

  

  

    		2025-03-10 12:55:30.453 UTC

    		46.15.123.165

    		Anita Grøndalen (AG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 12:55:50.835 UTC

    		46.15.123.165

    		Anita Grøndalen (AG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.

  

  

    		2025-03-10 12:56:59.951 UTC

    		195.1.12.230

    		Lisa-Marie Grønnevik (LG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 12:57:21.289 UTC

    		195.1.12.230

    		Lisa-Marie Grønnevik (LG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.

  

  

    		2025-03-10 13:11:53.997 UTC

    		194.218.27.228

    		Susanne Ehnbåge (SE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 13:12:50.325 UTC

    		194.218.27.228

    		Susanne Ehnbåge (SE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.

  

  

    		2025-03-10 13:15:34.729 UTC

    		188.113.124.183

    		Adele Borch (AB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 13:15:56.919 UTC

    		188.113.124.183

    		Adele Borch (AB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.

  

  

    		2025-03-10 14:26:53.54 UTC

    		95.194.200.41

    		Caroline Öhgren (CÖ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-03-10 14:27:30.09 UTC

    		95.194.200.41

    		Caroline Öhgren (CÖ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-02-27 13:32:44 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



